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A BSTRACT
We have developed the Cyber Common Operational Picture (CyCOP) that helps users to recognize current cyber situations and make
appropriate decisions for cyber defense. There is an operational concept based on the OODA (observation, orientation, decision, and
act) loop for decision making in CyCOP. CyCOP provides several
views that visualize the current state of cyber assets, the network
topology of the organization and cyber threat situations. It also
presents information to the users to determine the best course of
actions (CoAs) against potential or current threats.
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I NTRODUCTION

Various analysis and visualization techniques for cyber situational
awareness have been studied from the academic and industrial areas.
Many organizations, including the military, are interested in applying and utilizing techniques related to cyber situational awareness.
Specifically, a decision-making support system is required that helps
decision-makers such as commanders to recognizing and evaluating
cyber situations through analysis and visualization techniques so that
the organizations can actively and effectively respond to potential or
current cyber threats.
We previously proposed CyCOP [2] which is an effective visualization tool for cyber situational awareness. While previous work
had focused on the static capabilities that visualize asset and cyber
threat information, the enhanced system highlights the dynamic capabilities that support communication and decision-making for the
organization’s cyber defenses. Decision-makers can recognize cyber
assets, network topology, and cyber threat situation visualized in
various views of CyCOP and choose the appropriate CoAs.
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topology and asset vulnerability information (orientation phase) and
analyze candidate CoAs based on attack graphs to select the appropriate one that can counter potential threats against important assets
effectively [5] (decision phase). Also, the users can identify the
current cyber threats from hyper alerts generated from security information and event management (SIEM) that can collect and correlate
low-level alerts generated from various security sensors, assess the
amount of damage for victims against cyber threats, (orientation
phase) and select appropriate CoAs to prevent additional damage
caused by cyber threats [7] (decision phase).
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C Y COP: C YBER C OMMON O PERATIONAL P ICTURE

CyCOP is a tool that visualizes cyber assets and cyber threats in
cyberspace [2]. However, it is not a simple visualization tool, but
a visualization tool that enables the users (commanders and staff
officers) who perform cyber operations based on visualized information to conduct decision-making that can effectively respond to
cyber threats. Using CyCOP, users can recognize the current state
of cyber assets and cyber threats, assess the damage to cyber assets
and the impact on missions to accomplish using assets, and take
appropriate CoAs to respond against threats accordingly.
3.1

Main View

O PERATIONS C ONCEPT

The decision-making process for cyber defense can be represented
as an operating concept based on OODA loop. First, a system collects and aggregates data from various devices (network devices,
network-based security appliances, endpoints such as servers and
PCs, and separate sensors) to manage up-to-date asset information
and vulnerabilities they have. The network topology is also kept
up-to-date (observation phase). The organization analyzes the dependencies between the missions, tasks to perform missions and assets
in advance. The users generate attack graphs based on network
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Figure 1: Main View of current CyCOP

Main View (Fig. 1) represents the geographical location of organizations and their network configuration and the cyber threat to the
organization’s assets on the geographic map. Hyper alerts, which are
generated from SIEM which collects and correlates events, logs, and
alerts, are displayed on Main View. They are presented as icons and
colors according to the security status and displayed upon the icon
representing the organization. Based on ARMOUR [5], they appear
above the icon that shows organization by icon and color depending
on security status. Also, the response state to the incidents by the
security operation centers (SOCs) and the damage caused by the
cyber threat are displayed. Main View helps users to recognize the
overall situation, including previous and current cyber threats. It
also works with other views and systems that can respond to cyber
threats, enabling users to make decisions at a higher level.

Figure 2: Network Topology View of currently designed CyCOP. Attack
graph is shown on current network topology.

Figure 4: Mission-Asset Dependency Analysis View of currently designed CyCOP

see tasks, application services for tasks, applications (such as web
servers and databases), physical cyber assets, and their relationships
to perform missions. This model is based on MITRE Crown Jewel
Analysis (CJA) [3]. When attacks affect specific physical cyber
assets, impact on the applications running on those assets, application services, and tasks performed on the cyber assets are displayed
on the graph with numerical calculation, and the overall degree of
availability and mission status are also shown.

Figure 3: Course of Action Comparison in Network Topology View

3.2

Network Topology View

Network Topology View (Fig. 2) shows the cyber assets and the
network topology consisting of them operating in the organization.
Cyber assets include network equipment such as backbone routers,
routers and switches, network security appliances such as firewalls,
IPSs, web firewalls, and endpoints such as servers and PCs. Cyber
asset information is collected using sensors and kept up to date. They
are presented as icons according to asset types and arranged in the
order of backbone routers (the bottom layer), network equipment,
network security equipment, and endpoints (the top layer).
On network topology, attack graph analysis (based on MulVAL (Multi-host, Multi-stage Vulnerability Analysis Language) [6],
NetSPA (Network Security Planning Architecture) [1], and TVA
(Topological Analysis of Network Attack Vulnerability) [4]) is performed by selecting the start host and end host of the attack. The
result is visualized upon the network topology by yellow lines as
shown in Fig. 2, so that the users can intuitively understand the analysis result. The users can anticipate plausible future attack routes
as for current cyber threats and establish CoAs to prevent further
spread of attacks. First, the system presents a list of CoAs based
on the analyzed attack graph [5] and current cyber threat [7]. Then,
users can check the analysis results based on five factors (response
speed, basic effectiveness, custom effectiveness, initial cost, and
operation cost) (see Fig. 3) and choose the best CoA.
3.3

Mission-Asset Dependency Analysis View

Mission-Asset Dependency Analysis View (Fig. 4) presents the impact of cyber asset threats on missions, tasks for missions, and
associated cyber assets. First, several missions are listed on the
left side of this view. By choosing a specific mission, the user can

4 C ONCLUSION AND F UTURE W ORK
We proposed CyCOP, a tool for various user groups to recognize
cyber assets and cyber threats in cyberspace and prepare countermeasures for effective protection. CyCOP is a component of cyber
operations in the military field. It is possible to proactively respond
to potential cyber threats by analyzing and presenting the attack
graphs using the cyber asset information which is kept up to date.
Besides, it is possible to perform systematic security operations
and cope effectively by identifying cyber attacks at a high-level by
correlating logs, events, and alerts generated by sensors that detect
cyber attacks at a low-level.
In the future, it is required to develop symbols that can visually
recognize cyber threats commonly. Also, it is required to integrate
security orchestration, automation and response (SOAR)-based technologies that can perform automated responses to cyber threats.
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