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ABSTRACT

This paper reports a study, conducted by the North Atlantic
Treaty Organization (NATO) Research Task Group on
Exploratory Visual Analytics, exploring user centered interface
design and system based design approaches to cyber situation
awareness. The former provides detailed information on the
performance of network components while the latter provides
information of the operational aspects of the network
performance, i.e. the big picture. The paper shows that the two
approaches complement each other in providing the necessary
awareness of different aspects of the network situation.
Keywords: Visual analytics, visualization, cyber security,
situation awareness, user centered design, ecological interface
design
Index Terms: H.2.8.h Interactive data exploration and discovery,
1.6.9.a Applications, 1.6.9.c Information visualization

1 INTRODUCTION

We are ever more dependent upon the perpetually expanding
Internet with its growing complexities and inter-dependencies.
Although we benefit from it, we are vulnerable to cyber-attack.
The goal for an interface design is to enhance the cyber analysts’
situation awareness to provide vital support for informed decision
making to safeguard our networks [1, 2 and 3].

This paper reports a study developing, exploring and comparing
different human machine interface design approaches applicable
to addressing the analysis and presentation of information for
cyber situation awareness.

2 HUMAN MACHINE INTERFACE DESIGN APPROACHES
Different approaches to human machine interface design can be
developed and applied to address different operational and users’
needs, for example:
e user centered design (UCD) approaches on one hand, and
e  system based approaches, such as the Ecological

Interface Design (EID), on the other hand.

These two approaches are fundamentally different in their
manner of providing situation awareness. The UCD approach
focusses on the users’ and the tasks’ needs, the users’ skills, and
limitations, as well as their mental models [4]. Whereas, an EID
focuses on the system [8 and 10]: the objective being to show the
complex relationships in the system to the user in a readily
accessible and informative manner.

3 DATA
A common dataset is required in order to explore and compare
the two different approaches. The simulated VAST 2013 Mini
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Challenge 3 (MC3) data was used in this study [6]. It is
concerned with the fictitious Big Marketing Corporation which
has three different branches, each with approximately 400
employees and each branch having its own web servers. The
scenario was that the Big Marketing Corporation was targeted by
external attackers.

4 UseR CENTERED DEsIGN (UCD) APPROACH
Visual Analytics exploits interactive visualization and human
cognitive abilities [7 and 9]. It offers a powerful data driven
methodology when applied in a user centered manner (user
centered visual analytics). The UCD approach is structured
directly according to the perceived users’ needs, the task(s) in
hand, the users’ skills and their mental models; it can operate at a
speed that is resonant with the speed of human thought [4 and 5].
Figure 1 shows a user centered dashboard, developed as part
of this study, in which the sub-displays are all synchronised and
integrated together. The Sankey diagram shows ten external hosts
launched a DDoS attack at the WEBO03.BIGMKT.COM
(172.30.0.4) on 2™ April. The destination port 80 was the
targeted port. The time and time span of the event can be seen; in
addition, details of the log information (bottom right) can be
accessed and examined to conduct further analysis of the attack.
The bi-directional temporal colour-coded column chart shows the
inbound and outbound traffic, the time and duration of each
occurrence. The donut rings show the inbound and outbound
traffic together and separately, and their associated ports. This
user centered dashboard shows the network situation and provides
awareness of the threats being faced, such as a DDoS attack. The
analysts comprehend the situation through their perception of the
display thus decide their cause of action.

Figure 1: DDoS attack

Although effective and informative about the network situation
and events in detail, this approach does not naturally provide
awareness of the performance of the network as a whole, i.e. the
big picture: the EID approach, explored below, provides this.

5 EcoLOGICAL INTERFACE DESIGN (EID) APRROACH
In contrast to the UCD approach, the EID approach focuses



on the structure and operation of the system [10]. It is based on
the idea that, by understanding how a system works and is
operating, users can manage and diagnose problems in a system
‘more’ effectively and efficiently. EID enables the user to
navigate through the system and solve problems in familiar or
similar situations, as well as in unexpected situations.

There are two types of network topology, namely, physical and
logical, that together make up the system and the way it operates.
Physical topology refers to the physical layout / structure of
devices in a network, while the logical topology refers to the
manner that the data moves around the network. The objective of
the network EID here is to create a multi-layer display of the
system and its operation. Figure 2 shows the ecological
representation, developed during this study, for the VAST 2013
MC3; it combines both the physical and logical topologies. There
are three regions: the main region in the center is the logical
network visualization / representation; the left hand region
represents the network physical attributes such as memory
utilization, CPU etc.; the right hand region can be used for
physical links. In the central region, the topmost region or layer
represents the outward facing internet of the three branches of the
Big Marketing Cooperation. The internet is separated from the
intranet by a firewall. The three columns represent the Big
Marketing Corporation’s three branches. The third layer is the
router. The fourth, fifth and the sixth layers represent the three
branches’ internal servers, such as mail, domain controller etc.
respectively. The seventh layer links the Administrator with the
service applications of the three branches. The last layer
represents the work stations of the three branches and the
administrator. The display shows the logical network
relationships between the administrators, all the servers and work
stations and their inter-dependencies. Figure 2 shows that Web03
is in critical condition, colour coded in red. The reason for the
condition, e.g. system overload, can be localised in the physical
region on the left (highlighted); however, the cause of this critical
situation is not represented. It is necessary to use a UCD type
analysis, such as that in Figure 1, to establish the ‘why’ or the
cause of the situation, i.e. a DDoS attack in this instance.
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Figure 2: 2m April WEB 03 at critical situation

It can thus be seen that the EID design approach provides
salient information about the network situation, its logical network
relationships and inter-dependencies across the network as well as
between the three different branches, i.e. the big picture, but not
the cause of the situation.

6 CONCLUSIONS
Initial evaluation by Analysts was carried out of the UCD and the
EID approaches developed in this study.

The UCD was found to provide an effective means of
analysing, detecting, discovering and identifying patterns,
anomalies, violations and threats; as well as correlating events.
The approach is based on the understanding and exploitation of
the captured needs of the users, their tasks and their limitations.
The resulting intuitive visualizations are suitable for the provision
of detailed information on the situation and performance of
network components, such as IPs, ports, protocol, packages, CPU
load, disk and memory usages, etc.

The EID developed in this study includes depiction of the
logical network topology as well as the functionalities of the
network, showing the relationships and dependencies between
servers, firewalls etc. It provides a visualisation that guides the
users in their understanding of how the network functions and is
functioning. The patterns of the ‘normal situation’ can easily be
familiarised, and thus any changes from the normal patterns can
be detected readily. Thus, in the EID concept, the Analysts easily
see the operational aspects of the network, i.e. the big picture.

To conclude, the two approaches complement each other in
providing awareness and information of different aspects of the
network situation. The UCD approach provides the root cause of
the network situation, while the EID approach provides
information about the impact of problems on the network.
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