
+

SRNET:	
  A	
  Real-­‐-me,	
  Cross-­‐based	
  Anomaly	
  Detec-on	
  
and	
  Visualiza-on	
  System	
  for	
  Wireless	
  Sensor	
  Networks	
  

Eirini	
  Karapistoli1,	
  Panagio-s	
  Sarigiannidis2,	
  and	
  	
  

Anastasios	
  A.	
  Economides1	
  

1	
  COmputer	
  Networks	
  &	
  Telema-cs	
  Applica-ons	
  (CONTA)	
  Laboratory	
  	
  	
  
Department	
  of	
  Informa-on	
  Systems,	
  	
  

University	
  of	
  Macedonia,	
  Thessaloniki,	
  Greece	
  
2	
  Department	
  of	
  Informa-cs	
  and	
  Telecommunica-ons	
  Engineering,	
  	
  

University	
  of	
  Western	
  Macedonia,	
  Kozani,	
  Greece	
  

	
  
	
  

	
  

	
  



+
Overview	
  

v An	
  introduc-on	
  to	
  Wireless	
  Sensor	
  Networks	
  (WSNs)	
  	
  

v Security	
  in	
  WSNs	
  

v  Are	
  WSNs	
  secure?	
  

v  AVacking	
  the	
  IEEE	
  802.15.4	
  standard	
  

v The	
  SRNET	
  Visualiza-on	
  System	
  

v  The	
  Graphical	
  User	
  Interface	
  (GUI)	
  

v  The	
  Four	
  Coordinated	
  Views	
  

v Performance	
  Evalua-on	
  

v Conclusions	
  



+
Defini-on	
  

Ø  The	
  term	
  Wireless	
  Sensor	
  Network	
  (WSN)	
  refers	
  to	
  a	
  wireless	
  network	
  consis-ng	
  of	
  a	
  
large	
   number	
   (o]en	
   in	
   the	
   order	
   of	
   thousands)	
   of	
   autonomous,	
   baVery-­‐operated	
  
sensors	
  that	
  are	
  spa-ally	
  distributed	
  in	
  an	
  area	
  of	
  interest	
  in	
  order	
  to:	
  	
  

a)  coopera-vely	
   monitor	
   physical	
   or	
   environmental	
   condi-ons,	
   such	
   as	
  
temperature,	
  sound,	
  vibra-on,	
  mo-on,	
  pollutants,	
  etc.,	
  	
  

b)  store	
  the	
  measurements	
  temporally,	
  and	
  	
  

c)  transmit	
  the	
  collected	
  sensory	
  informa-on	
  upon	
  request	
  to	
  a	
  remote	
  server	
  for	
  
further	
  processing.	
  

Ø  In	
   achieving	
   these	
   objec-ves,	
   the	
   sensor	
   nodes	
   have	
   sensing,	
   processing	
   and	
  
communica-on	
  capabili-es.	
  

Ø  Depending	
  on	
  the	
  applica-on,	
  sensor	
  nodes	
  may	
  generate	
  massive	
  amounts	
  of	
  data.	
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+
Standardiza-on 	
  	
  
The	
  IEEE	
  802.15.4	
  Standard	
  

n  The	
  IEEE	
  802.15.4-­‐2011	
  standard	
  is	
  a	
  dominant	
  communica-on	
  standard	
  developed	
  to	
  
provide	
   low-­‐power	
   and	
   highly	
   reliable	
   wireless	
   connec-vity	
   among	
   inexpensive,	
  
baVery-­‐powered	
  devices.	
  

n  The	
  standard	
  defines	
  the	
  physical	
  “PHY”	
  and	
  medium	
  access	
  control	
  “MAC”	
  layers.	
  	
  

IEEE	
  802.15.4	
  MAC	
  

Upper	
  Layers	
  

IEEE	
  802.15.4	
  
868/915MHz	
  PHY	
  

Transmission	
  &	
  recep-on	
  on	
  the	
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  radio	
  channel	
  

Channel	
  access,	
  PAN	
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Topology	
  management,	
  MAC	
  

management,	
  discovery	
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rou-ng,	
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  management	
  

End	
  developer	
  applica-ons	
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  applica-on	
  profiles	
  

IEEE	
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  coordinators	
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  emit	
  regular	
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q  Beacon-­‐enabled	
  mode:	
  where	
  the	
  Personal	
  Area	
  Network	
  (PAN)	
  coordinators	
  rely	
  on	
  a	
  
superframe	
  structure	
  to	
  enable	
  transmission	
  and	
  recep-on	
  of	
  message.	
  

n  Channel	
  accessing	
  	
  

n  SloVed	
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n  UnsloVed	
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n  Low	
  power	
  opera-on	
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q  Full	
  Func-on	
  Devices	
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  802.15.4	
  MAC	
  Basics	
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  topologies	
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q  Non-­‐beacon	
  enabled	
  mode:	
  where	
  the	
  coordinators	
  do	
  not	
  emit	
  regular	
  beacons	
  

q  Beacon-­‐enabled	
  mode:	
  where	
  the	
  Personal	
  Area	
  Network	
  (PAN)	
  coordinators	
  rely	
  on	
  a	
  
superframe	
  structure	
  to	
  enable	
  transmission	
  and	
  recep-on	
  of	
  message.	
  

n  Channel	
  accessing	
  	
  

n  SloVed	
  CSMA-­‐CA	
  

n  UnsloVed	
  CSMA-­‐CA	
  

n  Low	
  power	
  opera-on	
  (sleep	
  mode)	
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q  Full	
  Func-on	
  Devices	
  (FFD)	
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Security	
  Challenges	
  

q  Constrained	
  Resources	
  
n  All	
  security	
  approaches	
  require	
  a	
  certain	
  amount	
  of	
  resource	
  for	
  their	
  implementa-on.	
  

However,	
  these	
  resources	
  are	
  very	
  limited	
  in	
  a	
  wireless	
  sensor	
  node.	
  

q  Una0ended	
  Opera3on	
  
n  Depending	
   on	
   the	
   func-on	
   of	
   a	
   par-cular	
   WSN,	
   the	
   sensor	
   nodes	
   may	
   be	
   le]	
  

unaVended	
   for	
   long	
   periods	
   in	
   an	
   environment	
   open	
   to	
   adversaries.	
   The	
   longer	
   a	
  
sensor	
  is	
  le]	
  unaVended	
  the	
  more	
  likely	
  an	
  adversary	
  will	
  compromise	
  it.	
  

q  Unreliable	
  Communica3on	
  
n  WSNs	
   are	
   vulnerable	
   to	
   security	
   aVacks	
   due	
   to	
   the	
   broadcast	
   nature	
   of	
   the	
  

transmission	
  medium.	
  This	
  means	
  that	
  eavesdropping	
  can	
  be	
  easily	
  performed.	
  

q  Self-­‐organiza3on	
  

n  This	
  inherent	
  feature	
  brings	
  a	
  great	
  challenge	
  to	
  several	
  network	
  security	
  schemes	
  (for	
  
instance	
  to	
  public	
  key	
  cryptography	
  techniques).	
  



+
Threats	
  and	
  AVacks	
  
A?acking	
  the	
  IEEE	
  802.15.4	
  Standard	
  

n  AVacks	
  can	
  either	
  cause	
  

q  Service	
  degrada-on	
  or	
  service	
  disablement	
  (i.e.,	
  through	
  jamming)	
  

n  Types	
  of	
  aVacks:	
  

An	
  attack	
  can	
  be	
  de+ined	
  as	
  the	
  action	
  that	
  
intentionally	
  aims	
  to	
  cause	
  damage	
  to	
  the	
  

network	
  by	
  exploiting	
  a	
  particular	
  vulnerability	
  

A=ack	
   Mechanism	
  under	
  a=ack	
  

Hello	
  Flood	
  AVack	
   The	
  network	
  setup	
  procedure	
  

Denial-­‐of-­‐Service	
  (DoS)	
  aVack	
   The	
  data	
  transmission	
  during	
  the	
  CAP	
  and	
  CFP	
  por-ons	
  
of	
  the	
  superframe	
  

Selec-ve	
  Forwarding	
  &	
  Black	
  hole	
  
aVacks	
  

The	
  proper	
  forwarding	
  of	
  the	
  sensed	
  data	
  to	
  the	
  BS	
  

Wormhole,	
  Sinkhole	
  &	
  Sybil	
  aVacks	
   The	
  sensor	
  network	
  roo-ng	
  protocol	
  



+
Denial	
  of	
  Service	
  (DoS)	
  AVack	
  

n  In	
  this	
  aVack,	
  the	
  aVacker	
  has	
  the	
  ability	
  to	
  jam:	
  	
  

q  either	
  the	
  beacons	
  or	
  	
  

q  the	
  data	
  transmiVed	
  within	
  the	
  CAP	
  and	
  CFP	
  por-ons	
  of	
  the	
  superframe.	
  

v  In	
  order	
   to	
   jam	
  the	
  beacons	
   the	
  malicious	
  node	
  must	
  be	
  aware	
  of	
   the	
  start	
  of	
   the	
  
superframe	
  boundary.	
  

v  In	
   the	
   2nd	
   case,	
   it	
   may	
   corrupt	
   the	
   communica-on	
   between	
   a	
   device	
   and	
   the	
  
coordinator	
  by	
  jamming	
  one	
  or	
  mul-ple	
  GTS	
  slots	
  or	
  data	
  slots	
  within	
  the	
  CAP.	
  

A	
  malicious	
  node	
  jamming	
  
the	
  beacon	
  frame	
  

A	
  	
  malicious	
  node	
  jamming	
  specific	
  GTS	
  slots	
  by	
  genera-ng	
  collisions	
  

A	
  	
  malicious	
  node	
  jamming	
  data	
  transmiVed	
  within	
  the	
  CAP	
  



+
Selec-ve	
  Forwarding	
  and	
  Black	
  hole	
  
AVacks	
  

n  In	
  dissemina-ng	
  packets	
  in	
  the	
  network,	
  it	
  is	
  assumed	
  that	
  nodes	
  faithfully	
  forward	
  
the	
  received	
  messages.	
  

n  In	
  a	
  selec-ve	
  forwarding	
  aVack,	
  a	
  malicious	
  node	
  refuses	
  to	
  forward	
  a	
  subset	
  of	
  the	
  
packets	
  it	
  receives	
  and	
  simply	
  drops	
  them.	
  

n  More	
   dangerous	
   case:	
   When	
   a	
   malicious	
  
node	
   drops	
   all	
   the	
   packets,	
   it	
   performs	
   a	
  
black	
  hole	
  aVack.	
  	
  

Figure	
  –	
  Node	
  A	
  performs	
  a	
  black	
  hole	
  a?ack	
  



+
The	
  Problem	
  

n  Despite	
  the	
  fast	
  development	
  of	
  automated	
  Intrusion	
  Detec-on	
  Systems	
  (IDSs),	
  these	
  
systems	
  lack	
  the	
  reasoning	
  ability	
  that	
  is	
  crucial	
  for	
  making	
  decisions	
  about	
  anomalous	
  
data	
   that	
  may	
  or	
  may	
  not	
   be	
   a	
   threat,	
  with	
   the	
   typical	
   consequence	
  of	
   an	
   extreme	
  
high	
  false	
  posi-ve	
  rate.	
  

n  In	
  addi-on,	
  the	
  scale	
  and	
  complexity	
  of	
  the	
  generated	
  sensory	
  data	
  further	
  challenge	
  
the	
  representa-on	
  and	
  understanding	
  of	
  the	
  security-­‐relevant	
  informa-on.	
  	
  

n  Two	
  problems	
  arise	
  as	
  a	
  result:	
  

1)  the	
  problem	
  of	
  informa-on	
  growth	
  on	
  one	
  hand,	
  and	
  

2)  the	
  problem	
  of	
  the	
  increased	
  cyber-­‐/net-­‐criminality	
  on	
  the	
  other	
  hand.	
  

	
   To	
  address	
  the	
  so-­‐called	
  security	
  overload	
  problem	
  
we	
  turned	
  to	
  visual	
  analy2cs	
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The	
  SRNET	
  Visualiza-on	
  System	
  
	
  



+
Major	
  Features	
  of	
  the	
  SRNET	
  System	
  

n  So	
  far,	
   limited	
  work	
  has	
  been	
  contacted	
  on	
  securing	
   IEEE	
  802.15.4-­‐compliant	
  WSNs	
  
using	
  visualiza-on	
  methods.	
  	
  

n  We	
  propose	
  a	
  visual-­‐based	
  anomaly	
  detec-on	
  system	
  to	
  defend	
  against	
   two	
  major	
  
classes	
  of	
  sensor	
  network	
  aVacks.	
  

n  Our	
  system	
  differen-ates	
  from	
  exis-ng	
  computer-­‐based	
  IDSs	
  in	
  that:	
  

ü  It	
   can	
   defend	
   against	
   sophis-cated	
   aVackers	
   that	
   are	
   capable	
   of	
   launching	
  mul-ple,	
  
distributed	
  aVacks	
  against	
  the	
  large-­‐scale	
  WSN.	
  	
  

ü  It	
  develops	
  novel	
  views	
  and	
  visual	
  analy-cs	
  algorithms	
  for	
  visually	
  detec-ng	
  two	
  major	
  
classes	
  of	
  sensor	
  network	
  aVacks	
  in	
  one	
  single	
  display.	
  	
  

ü  It	
  provides	
  a	
  mul-dimensional,	
  consolidated,	
  and	
  effec-ve	
  view	
  of	
  the	
  network	
  status.	
  

ü  It	
   offers	
   a	
   user-­‐friendly	
   animated	
   illustra-on	
   of	
   poten-al	
   threads/aVacks,	
   which	
  
concurrently	
  forms	
  the	
  magnitude	
  of	
  each	
  thread.	
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  The	
  Geographical	
  Topology	
  View	
  
	
  

n  The	
   Geographical	
   Topology	
   View	
   illustrates	
   the	
   physical	
   topology	
   of	
   the	
   sensor	
  
nodes	
  resembling	
  a	
  mul--­‐cluster	
  tree	
  structure	
  similar	
  to	
  the	
  IEEE	
  802.15.4	
  Std.	
  

n  Pre-­‐aVen-ve	
  objects	
  on	
  the	
  Node	
  Link	
  Graph:	
  	
  

③  Color:	
  Differen-ates	
  the	
  role	
  of	
  each	
  node.	
  
A	
  node	
  can	
  either	
  act	
  as:	
  

q  a	
  coordinator	
  or	
  
q  a	
  device.	
  

④  Posi-on:	
   Physical	
   placement	
   in	
   the	
   2D	
  
sensor	
  field.	
  

①  Form	
  -­‐	
  Shape:	
  Each	
  node	
  is	
  illustrated	
  with	
  a	
  circle.	
  	
  

②  Form	
  -­‐	
  Enclosure:	
  A	
  ring	
  shows	
  the	
  transmission	
  range	
  of	
  each	
  node.	
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  The	
  Crossed	
  View	
  

n  The	
  Crossed	
  View	
  dictates	
  the	
  type,	
  magnitude,	
  cluster-­‐related	
  loca-on,	
  and	
  evolu-on	
  
of	
  the	
  aVack	
  in	
  a	
  simple,	
  animated,	
  and	
  sophis-cated	
  way.	
  

n  It	
  provides	
  a	
  4-­‐to-­‐1	
  display,	
  formed	
  in	
  a	
  four	
  quarter	
  view.	
  

q  The	
  Upper-­‐Right	
  Quarter	
  defines	
  the	
  
control	
  panel	
  of	
  the	
  system.	
  

q  The	
  Lower-­‐Right	
  Quarter	
  reveals	
  
poten-al	
  Selec-ve	
  Forwarding	
  aVacks.	
  

q  The	
  Lower-­‐LeK	
  Quarter	
  monitors	
  
poten-al	
  jamming	
  collisions.	
  

q  The	
  Upper-­‐LeK	
  Quarter	
  adap-vely	
  
encodes	
  system	
  analy-cs.	
  



+
	
  The	
  Upper-­‐Right	
  Quarter(1/2)	
  

n  The	
  Upper-­‐Right	
  Quarter	
  reorganizes	
  the	
  network	
  topology	
  in	
  a	
  single	
  view.	
  

n  The	
  placement	
  of	
  the	
  nodes	
   is	
  sta-c	
  and	
  represents	
  the	
  Euclidean	
  distance	
  from	
  the	
  
sink	
  node	
  (also	
  referred	
  to	
  as	
  the	
  central	
  PAN	
  coordinator).	
  

n  Pre-­‐aVen-ve	
  objects:	
  
q  Form-­‐Shape/Color:	
  Labeled,	
  Colored	
  Square	
  

	
  

q  Link-­‐Length/Color:	
  Marked	
  Line	
  

23	
   23	
  

23	
   23	
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  the	
  
Sink	
  Node	
  

Normal	
  
	
  

Under	
  	
  
SF	
  aVack	
  

Normal	
  	
  	
  	
  	
  	
  	
  	
  	
  Under	
  DoS	
  aVack	
  



+
	
  The	
  Upper-­‐Right	
  Quarter(2/2)	
  

Jamming	
  Thread	
  
Selec-ve	
  Forwarding	
  Thread	
  



+
	
  The	
  Lower-­‐Right	
  Quarter(1/2)	
  

n  The	
   Lower-­‐Right	
  Quarter	
   illustrates	
   the	
   percentage	
   of	
   dropped	
   packets	
   each	
   sensor	
  
node	
  sustains	
  in	
  a	
  scaled	
  anima-on.	
  

n  Each	
  block	
  represen-ng	
  the	
  sensor	
  node	
  is	
  progressively	
  moving	
  to	
  the	
  observed	
  value	
  
as	
  an	
  animated	
  figure.	
  

n  Pre-­‐aVen-ve	
  objects:	
  

q  Form-­‐Shape/Color:	
  Labeled,	
  Colored	
  Square	
  

	
  

q  Link-­‐Length:	
  Scaled	
  Line.	
  

23	
   23	
  

Packet	
  
Drop	
  
Ra-o	
  

(0-­‐100%)	
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  The	
  Lower-­‐Right	
  Quarter(2/2)	
  

Nodes	
  30	
  and	
  31	
  are	
  under	
  
Selec-ve	
  Forwarding	
  AVack.	
  
These	
  nodes	
  suffer	
  a	
  packet	
  

drop	
  ra-o	
  >	
  40%.	
  



+
	
  The	
  Lower-­‐Le]	
  Quarter(1/2)	
  

n  The	
   Lower-­‐Le]	
   Quarter	
   effec-vely	
   shows	
   poten-al	
   jamming	
   aVacks.	
   Sensor	
   nodes,	
  
shaped	
  a	
  squares,	
  are	
  constantly	
  moving	
  showing	
  a	
  normal	
  opera-on.	
  

n  The	
  height	
  where	
  a	
  node	
  is	
  placed	
  reveals	
  its	
  traffic	
  sent	
  rate	
  in	
  packets/sec.	
  

n  A	
  sensor	
  node	
  that	
  is	
  under	
  jamming	
  aVack	
  is	
  unable	
  to	
  send	
  and	
  forward	
  data,	
  hence	
  
the	
  number	
  of	
  sent	
  and	
  received	
  data	
  packets	
  tends	
  to	
  zero.	
  

n  Pre-­‐aVen-ve	
  objects:	
  
q  Form-­‐Shape/Color:	
  Labeled,	
  Colored	
  Square	
  

	
  

q  Link-­‐Length:	
  Scaled	
  Line	
  

23	
   23	
  

Traffic	
  
Sent	
  
Rate	
  



+
	
  The	
  Lower-­‐Le]	
  Quarter(2/2)	
  

Nodes	
  16,	
  17	
  and	
  18	
  present	
  abnormal	
  
behavior	
  by	
  sustaining	
  harmful	
  jamming	
  



+
	
  The	
  Upper-­‐Le]	
  Quarter(1/5)	
  

n  The	
  Upper-­‐Le]	
  Quarter	
  encodes	
  analy-cs	
  from	
  the	
  network	
  cluster's	
  perspec-ve.	
  

n  A	
   set	
   of	
   adjacent	
   columns,	
   one	
   for	
   each	
   exis-ng	
   cluster,	
   dynamically	
   change	
   color	
  
introducing	
  the	
  level	
  of	
  granularity	
  of	
  the	
  threads	
  upon	
  each	
  cluster.	
  

q  An	
  administrator	
   is	
  able	
  to	
  determine	
  the	
  granularity	
  and	
   localiza-on	
  factors,	
  such	
  as	
  where	
  
the	
  thread	
  is	
  moving	
  and	
  what	
  is	
  the	
  level	
  of	
  the	
  thread.	
  

n  Pre-­‐aVen-ve	
  objects:	
  

q  Form-­‐Shape/Color:	
  Labeled,	
  Adap-vely	
  Colored	
  Rectangular	
  

	
  

Cluster1	
   Cluster1	
   Cluster1	
  



+
	
  The	
  Upper-­‐Le]	
  Quarter(2/5)	
  

The	
  Cluster	
  Monitoring	
  view	
  indicates	
  abnormal	
  
ac-vity	
  within	
  Cluster	
  1	
  and	
  its	
  nodes	
  (15,	
  17,	
  and	
  18)	
  

Node	
  15	
  is	
  under	
  
jamming	
  aVack	
  

Nodes	
  17	
  and	
  18	
  
present	
  a	
  notable	
  

drop	
  ra-o	
  



+
	
  The	
  Upper-­‐Le]	
  Quarter(3/5)	
  

n  How	
  it	
  works?	
  

n  Introduc-on	
  of	
  the	
  Highlight	
  Func-on	
  (​𝐻𝐹↑𝑖 )	
  

​𝐻𝐹↑𝑖 = ​𝑤↓𝑆𝐹 × ​𝑆𝐹𝐼𝑀↑𝑖 + ​𝑤↓𝐽 ​×𝐽𝐼𝑀↑𝑖 	
  
q  𝑖	
  denotes	
  the	
  cluster	
  ID.	
  	
  denotes	
  the	
  cluster	
  ID.	
  

q  ​𝑆𝐹𝐼𝑀↑𝑖 	
  represents	
  the	
  impact	
  of	
  the	
  selec-ve	
  forwarding	
  thread	
  in	
  the	
  cluster	
  𝑖.	
  .	
  
q  ​𝐽𝐼𝑀↑𝑖 	
  represents	
  the	
  impact	
  of	
  the	
  jamming	
  thread	
  in	
  the	
  cluster	
  𝑖.	
  .	
  
q  The	
  weigh-ng	
  factors	
   ​𝑤↓𝑆𝐹 	
  and	
   ​𝑤↓𝐽 	
  provide	
  the	
  rela-ve	
  significance	
  of	
  the	
  two	
  threads	
  to	
  

the	
  determina-on	
  of	
  the	
  ​𝐻𝐹↑𝑖 	
  func-on.	
  

q  The	
   ​𝐻𝐹↑𝑖 	
  func-on	
  employs	
  the	
  color	
  opacity	
  feature	
  in	
  order	
  to	
  highlight	
  the	
  cluster	
  
rectangular.	
  It	
  takes	
  values	
  in	
  the	
  range	
  [0,255],	
  thus	
  the	
   ​𝐻𝐹↑𝑖 	
  func-on	
  should	
  sa-sfy	
  
the	
  following	
  constraint:	
  

0≤ ​𝐻𝐹↑𝑖 ≤255⇒0≤ ​𝑤↓𝑆𝐹 × ​𝑆𝐹𝐼𝑀↑𝑖 + ​𝑤↓𝐽 × ​𝐽𝐼𝑀↑𝑖 ≤255	
  

	
  



+
	
  The	
  Upper-­‐Le]	
  Quarter(4/5)	
  

n  Given	
  that	
  the	
  measurement	
  of	
  a	
  node	
  that	
  is	
  under	
  selec-ve	
  forwarding	
  aVack	
  is	
  between	
  0%	
  
(no	
  thread)	
  and	
  100%	
  (complete	
  aVack),	
  the	
  ​𝑆𝐹𝐼𝑀↑𝑖 	
  func-on	
  is	
  defined	
  as:	
  

​𝑆𝐹𝐼𝑀↑𝑖 = ​𝐷↑𝑖 ×125	
  

n  The	
  parameter	
  ​𝐷↑𝑖 	
  denotes	
  the	
  drop	
  ra-o	
  of	
  the	
  𝑖-­‐th	
  cluster.	
  Hence,	
  it	
  holds:	
  -­‐th	
  cluster.	
  Hence,	
  it	
  holds:	
  

0≤ ​𝐷↑𝑖 ≤1	
  

n  The	
   ​ 𝐽𝐼𝑀↑𝑖  	
  func-on	
  corresponds	
  to	
  the	
  results	
  obtained	
  by	
  a	
  jamming	
  aVack	
  to	
  a	
  single	
  or	
  to	
  
mul-ple	
  sensor	
  nodes.	
  Thus,	
  the	
  result	
  is	
  a	
  true/false	
  value.	
  	
  

q  This	
  phenomenon	
  is	
  formed	
  based	
  on	
  the	
  number	
  of	
  nodes	
  iden-fied	
  as	
  (poten-al)	
  jamming	
  
vic-ms	
  divided	
  by	
  the	
  number	
  of	
  nodes	
  the	
  cluster	
  includes.	
  	
  

q  The	
  parameter	
  ​𝐽↑𝑖 expresses	
  the	
  por-on	
  of	
  the	
  jamming's	
  vic-m	
  nodes	
  in	
  a	
  single	
  cluster:	
  

​𝐽𝐼𝑀↑𝑖 = ​𝐽↑𝑖 ×125	
  

	
  



+
	
  The	
  Upper-­‐Le]	
  Quarter(5/5)	
  

n  The	
  weights	
  offer	
  the	
  ability	
  to	
  dynamically	
  re-­‐adjust	
  the	
  viewpoint	
  regarding	
  the	
  two	
  aVacks.	
  

q  For	
   instance,	
   an	
   administrator	
  may	
   consider	
   the	
   jamming	
   aVack	
  more	
   important	
   than	
   the	
  
selec-ve	
  forwarding	
  aVack	
  due	
  to	
  the	
  environmental	
  dynamics.	
  

n  The	
  summa-on	
  of	
  the	
  two	
  weight	
  factors	
  yields	
  one:	
  

​𝑤↓𝑆𝐹 + ​𝑤↓𝐽 =1	
  

n  Ini-ally,	
  both	
  parameters	
  are	
  treated	
  equally:	
  

​𝑤↓𝑆𝐹 =0.5,  ​𝑤↓𝐽 =0.5	
  

n  A	
  dynamic	
  formula	
  for	
  weight	
  value	
  determina-on	
  is	
  proposed:	
  

​𝑤↓𝑆𝐹 = ​𝑆𝐹𝐼/𝑆𝐹𝐼+𝐽𝐼 , ​𝑤↓𝐽 = ​𝐽𝐼/𝑆𝐹𝐼+𝐽𝐼 ,∀  𝑆𝐹𝐼+𝐽𝐼≠0	
  

	
  



+
	
  The	
  Crossed	
  Cluster	
  View	
  

n  The	
  Crossed	
  View	
  graphical	
  interface	
  may	
  induce	
  scalability	
  issues.	
  

n  Solu-on:	
  The	
  Crossed	
  Cluster	
  View	
  in	
  a	
  single	
  click…	
  

	
  

Focused	
  view	
  on	
  Cluster1	
  



+
	
  The	
  Track	
  View1/3	
  

n  The	
  Track	
  View	
  reveals	
  the	
  localiza-on	
  feature	
  of	
  a	
  poten-al	
  thread.	
  

n  Main	
  focus:	
  the	
  tracking	
  of	
  a	
  poten-al	
  thread	
  by	
  es-ma-ng	
  its	
  source	
  coordinates.	
  

n  Pre-­‐aVen-ve	
  objects:	
  

q  Form-­‐Shape/Color:	
  Labeled,	
  Colored	
  Circle	
  
	
  

	
  

	
  

23	
   23	
  23	
  

23	
   23	
   23	
  

Nodes	
  

Clusters	
  

Normal	
  
Lightly	
  
affected	
  
cluster	
  

Heavily	
  
affected	
  
cluster	
  

RFD	
  
Node	
  

FFD	
  
Node	
  

PAN	
  	
  
Coordinator	
  



+
	
  The	
  Track	
  View2/3	
  

n  Pre-­‐aVen-ve	
  objects:	
  

q  Form-­‐Enclosure	
  regarding	
  Clusters:	
  Black	
  Ring	
  with	
  Radius	
  R	
  

q  Form-­‐Enclosure	
  regarding	
  Nodes:	
  
	
  

	
  

Cluster	
  
Area	
  

23	
   23	
  23	
  

Normal	
  

Node	
  under	
  Selec-ve	
  
Forwarding	
  aVack	
  

Node	
  under	
  
Jamming	
  aVack	
  

R	
  



+
	
  The	
  Track	
  View3/3	
  

n  Opera-on?	
  

n  The	
  Track	
  Algorithm:	
  the	
  algorithm	
  calculates	
  the	
  central	
  point	
  of	
  the	
  Track	
  Surface	
  formed	
  by	
  
the	
  coordinates	
  of	
  the	
  nodes	
  under	
  aVack.	
  

	
  

	
  

A	
  light	
  yellow	
  circle	
  indicates	
  	
  
the	
  Tracking	
  Surface	
  	
  



+
	
  The	
  Track	
  Area	
  View1/2	
  

n  The	
  Track	
  Area	
  View	
  addresses	
  localiza-on	
  issues	
  but	
  misses	
  the	
  -me	
  parameter.	
  

n  Pros:	
  It	
  enhances	
  the	
  obtained	
  image	
  with	
  the	
  -me	
  dimension.	
  

n  Pre-­‐aVen-ve	
  objects:	
  

q  Form-­‐Shape/Color:	
  Colored	
  Circle.	
  

Time	
  



+
	
  The	
  Track	
  Area	
  View2/2	
  

n  How	
  it	
  works?	
  

n  The	
  Track	
  Area	
  Algorithm:	
  It	
  determines	
  the	
  ‘red’	
  area	
  and	
  paints	
  it	
  accordingly.	
  



+
System	
  Input	
  

n  A	
  local	
  or	
  remote	
  data	
  stream	
  feeds	
  the	
  SRNET	
  system.	
  This	
  stream	
  shall	
  include:	
  

n  The	
  number	
  of	
  sensor	
  nodes.	
  

n  The	
  number	
  of	
  coordinator	
  nodes.	
  

n  The	
  posi-on	
  of	
  each	
  node	
  (in	
  2D	
  coordinates).	
  

n  (op-onal)	
  The	
  parent-­‐child	
  rela-onship	
  of	
  each	
  node	
  with	
  its	
  peers.	
  

n  (op-onal)	
  The	
  ID	
  of	
  each	
  node.	
  

n  Traffic	
  parameters	
  such	
  as	
  source	
  and	
  des-na-on	
  id,	
  arrival	
  -me,	
  packet	
  size	
  and	
  type,	
  etc.	
  

n  The	
  system	
  updates	
  the	
  monitor	
  periodically	
  keeping	
  a	
  stable	
  fps	
  equal	
  to	
  20.	
  

n  (op-onally)	
  It	
  is	
  able	
  to	
  support	
  a	
  report	
  containing	
  various	
  graphs,	
  and	
  figures.	
  



+
Performance	
  Evalua-on	
  

n  Simula2on	
  Parameters:	
  

q  Simulated	
  Topology	
  :	
  An	
  802.15.4	
  cluster-­‐tree	
  topology	
  

q  Simula-on	
  Area	
  :	
  1000m	
  x	
  800m	
  	
  

q  Number	
  of	
  Nodes	
  :	
  40	
  (1	
  sink	
  node,	
  5	
  coordinators	
  and	
  34	
  devices)	
  

q  Communica-on	
  Radius	
  (POS)	
  :	
  50	
  m	
  

q  Traffic	
  Load:	
  10	
  packets/second	
  per	
  leaf	
  node	
  

n  Simula2on	
  Metrics:	
  

q  TAA’s	
  Tracing	
  Accuracy:	
  the	
  Euclidean	
  distance	
  between	
  the	
  es-mated	
  and	
  the	
  
actual	
  coordinates	
  of	
  the	
  aVack	
  source.	
  



+
Analysis	
  of	
  the	
  Tracing	
  Accuracy1/2	
  

n  Scenario:	
  A	
  bot	
  machine	
  launching	
  a	
  jamming	
  aVack	
  moves	
  through	
  the	
  sensor	
  field.	
  

q  The	
  bot	
  follows	
  a	
  fixed	
  path	
  star-ng	
  from	
  the	
  middle	
  of	
  the	
  network	
  le]	
  side	
  and	
  finishing	
  in	
  
the	
  middle	
  of	
  the	
  network	
  right	
  side.	
  

q  The	
  bot	
  changes	
  posi-on	
  with	
  a	
  speed	
  of	
  50	
  distance	
  points	
  (i.e.,	
  meters)	
  per	
  60	
  seconds.	
  

q  Assessment	
  of	
  the	
  average	
  distance	
  error	
  of	
  the	
  Track	
  Area	
  Algorithm.	
  

q  The	
   difference	
   between	
   the	
   es-mated	
   central	
   point	
   of	
   the	
   aVack	
   compared	
   to	
   the	
   actual	
  
coordinates	
  of	
  the	
  bot.	
  

Bot	
  path	
  



+
Analysis	
  of	
  the	
  Tracing	
  Accuracy2/2	
  

n  Key	
  Observa2ons:	
  

q  The	
  average	
  distance	
  error	
  of	
  the	
  Track	
  Area	
  Algorithm	
  depends	
  on	
  the	
  range	
  of	
  the	
  aVack.	
  	
  

q  Larger	
   jamming	
   radius	
   leads	
   to	
  more	
   precise	
   es-ma-ons.	
  Why?	
  More	
   nodes	
   is	
   sensed	
  
under	
  jamming	
  aVack,	
  hence	
  the	
  Track	
  Area	
  Algorithm	
  becomes	
  more	
  accurate.	
  

q  The	
  error	
  level	
  is	
  reduced	
  as	
  the	
  range	
  of	
  the	
  aVack	
  becomes	
  larger.	
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Figure	
  –	
  Average	
  distance	
  
error	
  of	
  the	
  Track	
  Area	
  
Algorithm	
  in	
  terms	
  of	
  

distance	
  units	
  



+
Demo	
  



+
Conclusions	
  

n  In	
  our	
  research,	
  we	
  explored	
  the	
  area	
  of	
  security	
  visualiza-on	
  for	
  WSNs.	
  	
  

n  SRNET	
  offers	
  the	
  following	
  contribu-ons:	
  

v  A	
   mul--­‐dimensional	
   crossed	
   view	
   enhanced	
   with	
   a	
   highlight	
   func-on	
   that	
   monitors	
   the	
  
evolving	
  status	
  of	
  selec-ve	
  forwarding	
  aVacks	
  and	
  jamming	
  aVacks	
  in	
  WSNs.	
  

v  A	
  crossed	
  view	
  perspec-ve	
  combined	
  with	
  a	
  track	
  view,	
  which	
  is	
  introduced	
  in	
  order	
  to	
  -mely	
  
locate	
  the	
  source	
  of	
  the	
  correlated	
  anomaly.	
  

v  A	
  novel	
  track	
  area	
  view	
  that	
  tracks	
  the	
  source	
  and	
  the	
  paVern	
  of	
  a	
  poten-al	
  jamming	
  aVack	
  
and	
  which	
  enables	
  aVribu-on	
  of	
  the	
  aVacker.	
  

n  Future	
  work:	
  

v  To	
  validate	
  SRNET	
  through	
  extended	
  user	
  studies	
  where	
  network	
  analysts	
  will	
  use	
  the	
  system	
  
and	
  provide	
  feedback	
  on	
  its	
  usability.	
  	
  

v  To	
  enable	
  the	
  detec-on	
  of	
  a	
  series	
  of	
  new	
  aVack	
  paVerns,	
  such	
  as	
  Sybil,	
  Sinkhole,	
  Wormhole	
  
aVacks,	
  etc.	
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