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ABSTRACT

This poster describes a novel interactive three-dimensional
visualization capable of displaying large numbers of temporal
events and their attributes. A prototype implementation using
Netflow network traffic metadata displays interactions between an
enterprise computer network and the public Internet to reveal
communication patterns and help identify suspicious cyber
behavior.

Categories and Subject Descriptors

H.5.2 [Information Interfaces and Presentation]: User
Interfaces—Graphical user interfaces (GUI); D.4.6 [Security
and Protection]: Information flow controls; C.2.0 [Computer-
Communication Networks]: General — Security and protection;
C.2.3 [Computer-Communication Networks]: Network
Operations — Network monitoring

General Terms
Design, Security, Human Factors.

Keywords

Event Visualization, Network Monitoring, Netflow.

1. INTRODUCTION

This poster describes the Netflow Observatory prototype
visualization software. This visualization uses a metaphor of
particles flowing through 3-D space with the passing of time to
represent computer network communication events. Several
aspects of this approach have been designed specifically to engage
the human ambient vision channel for the task of monitoring
network traffic and directing the users focus toward anomolies.

2. BACKGROUND

The metaphor underlying the Observatory visualization is
representing temporal events as particles in water flowing through
a segment of a transparent tube. Time is the common frame of
reference for the events and dictates each event particle’s relative
location on the timeline along the tube length. Particles have
different characteristics like size and color, but all particles flow
through the tube at the same speed. One can then imagine placing
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patterned surfaces at either end of the tube so that these surfaces
determine where the particles enter and leave the tube according
to some attributes of the events the particles represent.

This concept is similar to the parallel coordinates visualization [1]
extended to three dimensions with each coordinate projected onto
a plane rather than a line. These planar coordinates enable using
an image, such as a world map, to represent the range of possible
values for a given coordinate.

3. VISUAL PRINCIPLES

Many aspects of this visualization are designed to take advantage
of the human ambient vision system by applying lessons learned
from the OZ flight display [2, 3]. People use ambient vision
naturally to maintain spatial awareness and direct their focal
vision. For example, when driving a car one uses focal vision to
read a road sign while simultaneously using ambient vision to stay
in the lane, notice if traffic slows ahead, and find the next road
sign. Engaging ambient vision is a key characteristic we are
leveraging specifically to create more effective real-time
monitoring visualizations. Visual aspects that work well in this
regard include: the use of a simple atomic graphic primitives like
line segments and rectangles, the high contrast created by the
black background, and the use of motion to convey change over
time.

4. NETFLOW PROTOTYPE

Figure 1 is a screenshot from the Netflow Observatory prototype
that has been annotated to point out specific features. Each
particle or ‘dart’ represents one or more network connections as
collected from an enterprise router using the Cisco Netflow
metadata format [4]. The top map represents the geo-location of
the source IP address for the network connection and the bottom
map represents the geo-location of the destination IP address. As
time advances, these darts appear on the top map and move on a
trajectory toward the bottom map. The darts are color-coded by
source and destination country. Some of the darts have been
annotated with larger red dots indicating in this case a match of an
IP address with a blacklist of known bot IP addresses [5].

The visualization is played much like a video where as time
advances the timeline along the left margin scrolls down and the
event darts all flow from top to bottom based on the timestamp for
each Netflow event record. Note that the one can control the rate
and direction of the flow of time. In the center of Figure 1 are
objects labeled with specific ports such as ‘http:80°. These ‘port
rings’ attract only event darts that have the given property such
that these darts must flow through the ring en route to their target
location on the destination map.
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Figure 1. A screenshot from the Netflow Observatory prototype software shows thousands of network connections over a 10-

_—

<——"="Source Map

Selection
Details

\103.30.161.238:54500

KR

TCP 0.10KB/2p/4000000ms
184.182.233.47:22

cox:net

Pensacola, FL, US

X Agent Annotations
" highlight possible

/

Timeline
Markers

concerns

\ Port Rings

separate netflows
by port

-«—— Destination Map

minute timeframe. The screenshot has been annotated to describe particular features including the IP address geo-location maps,
individual event darts, and port rings.
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