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COMPLEX ATTACKS:
INTRODUCTION

@ DO0S Apache mod_ssl non-SSL connection to SSL port denial of service attempt

® S IMPLE AT TACK @ EXPLOIT x86 Linux mountd overflow

@ SCAN synscan portscan

e SINGLE ATTACKER/ACTION/VULNERABILITY

e COMPLEXATTACK o ® o o

®

e DPREPLANNED SET OF SIMPLE ATTACKS ® ®
®

®

o COMPLEX ATTACKS —» GREATER THREAT

e (CAN REACH BETTER PROTECTED
HENCE MORE VALUABLE TARGETS




COMPLEX ATTACKS:
EXAMPLE

e DDOS (DISTRIBUTED DENIAL OF SERVICE)

 E.G.MULTIPLE TCP CONNECTION REQUESTS
(TCP SYN FLoOD)

e DISTRIBUTED SCANNING I
I




COMPLEX ATTACKS:
CHARACTERISTICS

SEVERITY LEVEL

MASSIVE SCALING

DURATION

POSITIONAL RELATIONSHIP IN TIME
EVENTS' RELATIONS WITHIN ATTACK




VISUALIZATION REQUIREMENTS

® SINGLE SCREEN

o PASSIVE MONITORING

e PERCEIVE SIMPLE EVENTS

e PERCEIVE COMPLEX ATTACKS

e (COMPLETELY WITH ALL THEIR
INTERNAL CONNECTIONS

EVENTS PREPROCESSING IS DONE BY IDS



REFERENCE EXAMPLE

INITIAL DATA

DDoS #1

© 25 LOCAL HOSTS

REMOTE RooT
ATTEMPT

e SHORT TIME (10 SECONDS)

SCAN DoS

e SEVERAL ATTACKS AT ONCE

REMOTE RooT
DISTRIBUTED SCANNING

MULTISTEP ATTACK

e ScAN—>»NODE CAPTURE / REMOTE ROOT—» D0OS ATTACK

DDoS II
fiw it



REFERENCE EXAMPLE

Coolgeetd 00 aTaxax | Coflermva cuc'reml

Texcr D aHammatops Bpera Cosgarsm
ection to SS1 port attempt DS NetwoOrkAne 200906 24T12:36:

DOS Apache wection t art attem DSNetworkAnalyzer

DOS Apache me wectio Lport attem DSNetworkAnslyzer

DOS Apache ect 0 ort attem DENetworkAnaly

SCAN syn £ DSNetworkAnalyzer 127.0.0 3 ] 2

SCAN synscan portsc: OsNetworkAnshyzer 127,01 26 '5.7625592 200806 REMOTE RooOT

DOS Apache connection to SS1 port attem DENetworkAnaly 12700 2 g 2:36 18 . A

SCAN syn 1 DSNetworkAnaly 00 § 3 A0 ) TTEMPT

DOS Apache mod ssl connection to SS1 port attempt DSNetworkAnsly?

SCAN syn & . WOrkANaly

SCAN synscan portscan y Analyzer

EXFLOIT x86 Lin wountd overfliow a yl kAN

DOS Apache i ect 0 ort attem Anady

DOS Apache connection Lportattemp SNetworkAnaly: 0 00! 51 3710 7 2

DOS Apache me connection port attem DSNetwaorkAnsy? 274 1090 ) 20080 SUCCESSFULL

DOS Apache ectio ort attem Ay ] 0 5T1 7:1 3 080 R R

DOS Apache i annec port attem DSNetworkAnasly 009.06.2¢ 1 0 EMOTE OOT
2T x86 Linwoe mountd over How DSNatworkAnady

DOS Apache med ection L port attem DSNetworkAnaly

DOS Apache wectic art attem stworkAnsly

DOS Apache me wectio Lport attem

DOS Apache ) 0 ort attem

DOS Apache

o A . .

200 MESSAGES IN 10 SECONDS. .



VISUALIZATION TECHNIQUES

¢ HISTOGRAMS — INSTANT COMPARISON OF ANY
ACTIVITY

e GLYPHS — MAPPING HOSTS AND EVENTS
o (GLYPH SIZES — GLEANING ADDITIONAL DATA

e SCATTER PLOTS / PARALLEL COORDINATE AXES —
LOCAL AND FOREIGN HOST RELATIONSHIPS

¢ COLOR MAPS — SEVERITY OR TYPE OF ATTACK

N

DESIGNED ABSTRACTION IS BASED ON THESE TECHNIQUES




SEVERITY LEVEL VS. TYPE OF ATTACK

e EVENTS ARE MAPPED INTO CYLINDER GLYPHS
e SEVERITY LEVEL INTO CYLINDER'S HEIGHT

e LOw
e MEDIUM |

e HIGH

e [NFO

e [YPE OF EVENT INTO COLOR MAP

1N
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RELATIONS WITHIN ATTACK

e CONCEPT:
e SUCCESSIVE LINKING OF THE GLYPHS WITHIN ATTACK
e |MPLEMENTATION:

e [RANSPARENT QUADRANGLE THROUGH VERTICES OF
ASSOCIATED CYLINDERS
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TIME AND VISUALIZATION SPACES

e COORDINATE ALLOCATION:

e CLASSICAL (CARTESIAN)

e MORE CUSTOMARY
e CYLINDRICAL

e |NCREASED VOLUME BETWEEN NEIGHBOR
GLYPHS




HosTS ADDRESSES

® LOCAL HOSTS: SN
o CLASSICAL (CARTESIAN) — ONE OF THE AXES

e CYLINDRICAL — ANGLE

e EXTERNAL HOSTS:

e [EQUIVALENT IN TERMS OF DANGER THEY MAY PRESENT
e SUBSIDIARY AXIS

| INECONNECTS SOURCE AND EVENT

| INEHAS THE SAME COLOR AS EVENT



SOME OTHER FEATURES

e (GLYPH THICKNESS:

e HIGHLY PROBABLE FOR SEVERAL EVENTS TO HAPPEN TO ONE
HOST AT THE SAME TIME

e [HICKNESS DEPENDS ON QUANTITY OF EVENTS

e |LIMITED TO AVOID OVERLAPS

¢ HEIGHT VARIATIONS: \ ‘

e MAPS FREQUENCY OF EVENTS

e LEVENTS INTERCONNECTED && FREQUENCY EXTENDS THRESHOLD

e |[NCREASES SEVERITY LEVEL




VISUALIZATION MODES

CARTESIAN CYLINDRICAL

2

4202

COMMON

COMPLEX ATTACKS
ORIENTED



RESULTS

e DEVELOPED VISUALIZATION MODULE:

e EMPLOYS OPENGL LIBRARY

e |MPLEMENTED FOR EXPERIMENTAL IDS
e OPERATOR CAN PERCEIVE:

e DURATION OVER TIME & TIME OF EVENT

® INTERRELATIONS OF EVENTS WITHIN ONE ATTACK

e SEVERITY LEVEL
e COMPONENT SIMPLE EVENT TYPES

e LEVENT FREQUENCIES WITHIN ATTACK

e [ARGET AND SOURCE HOST ADDRESSES

SUCH FEATURES AS ROTATION AND ZOOMING ARE ALSO IMPLEMENTED



v" IMPLEMENTED AUXILIARY NETWORK
MAP/TOPOLOGY MODULE

e (COLOR MAPPING FOR SEVERITY
LEVEL

e DIFFERENT SHAPES/ICONS FOR
DIFFERENT HOST TYPES

e ALLINTERNAL HOSTS ON A ONE
JWNNI=

e ALL EXTERNAL HOSTS SPECIALLY .
DISTRIBUTED IN SPACE : o

e LINE CONNECTS THE SOURCE AND P
THE TARGET 5

e | INEBECOMES MORE
TRANSPARENT IN TIME

e HOSTINFORMATION ON MOUSE
HOVER



FUTURE WORK

e MAKE SYSTEM MORE USER FRIENDLY:

e ADOPT NATURAL MOUSE OPERATIONS
e DRAG HOSTS FOR RE-SORTING

e SELECT EVENTS WITH RECTANGULAR AREA

e MAKE SYSTEM MORE CUSTOMIZABLE:

e CUSTOM COLORS/TEXTURES FOR EVENT TYPES

¢ (CUSTOM FREQUENCY THRESHOLDS

“ON THE FLY CUSTOMIZATION
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