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Background

* Introductory computer security course

e 2-person research projects
— Complete research process
— Faculty mentors
— Work on “real problems”

 Murphy / Hughes team wanted to investigate
keyboard patterns



The problem

* Hypothesis that a lot of people use keyboard
patterns to meet password rules while
creating a memorable key sequence

— Appear random when look at text
— Not in dictionaries
— Easy to remember

* Are such patterns vulnerable to attack?



Sample Password Rules

The password must be at least 8 characters long.

The password must contain at least:

— one uppercase and one lowercase alpha character [a-z A-Z];

— one numeric character [0-9];

— one special character from this set:

TT@S%A&F()- =+[];:'",<.>/7?

The password must not:

— contain spaces;

— begin with an exclamation [!] or a question mark [?];

— contain your login ID.
The first 3 characters cannot be the same.
The sequence of the first 3 characters cannot be in your login ID.
The first 8 characters cannot be the same as in your previous password.

Passwords are treated as case sensitive.



Project Approach

Collect a bunch of passwords
Analyze for patterns
ldentify common patterns

Come up with way of using common patterns
to attack a password file

Show proof of concept on a real password file



Collecting Passwords

* Wanted a large sample size

* |deally, people would not know purpose of
samples (or even that they were being collected)

* Also, ideally, have some that know are intended
as patterns, versus random ones



Collecting Passwords

* Wanted a large sample size

* |deally, people would not know purpose of
samples (or even that they were being collected)

* Also, ideally, have some that know are intended
as patterns, versus random ones

SOLUTION
Our Freshman class!



Password WeblLab

* Set of 7 web pages designed to teach
freshmen about passwords

— Strength, entropy, common attacks, different

types
— Interactive applets to (hopefully) make more
compelling and encourage participation

— Had them enter random, pattern, passphrases
— Anonymously collected all passwords for analysis



Screen Shots

Passwords Web Lab

The purpose of the following web pages is to teach you some fundamental concepts about
passwords, the most common mechanism used to provide access contro/to computers, services,
and resources. We are all familiar with creating them, using them, and trying to remember them
for everything from getting into our email account to purchasing the latest online gizmo. These
pages will describe different aspects of password strength, selecting passwords, and cracking
passwords and give you an opportunity to experiment with different approaches. When asked to
choose a password, YOU SHOULD NEVER ENTER ONE OF YOUR CURRENT
PASSWORDS.

Password Meter Introduction

Here is an approximation of how weak or strong
your password may be based on length and
characters chosen.

\ Go ahead and enter a password. Try something

\| simple, and then something more complex. The
length and complexity (numbers, uppercase,

|| lowercase, special characters) will affect how "strong"
/ the password is, that is, how difficult it will be to
break.

Select a Password:

Passwords Web Lab

Remember, when asked to choose a password for demonstration purposes,
YOU SHOULD NEVER ENTER ONE OF YOUR CURRENT PASSWORDS.

Possible Combinations Entropy

10000000000000
1000000000000

One method of measuring the "strength" of a

100000000000 password is called the entropy, or degree of
10000000000 randomness, of it. This value is a function of the
@ 1000000000 number of possible combinations of passwords
2 1oooooooe which is calculated from the length of the password
£ 'nggggg and the total number of possible values per
5 100000 password character. For example, if your password
© 10000 is all digits, there are only 10 possible values per
1000 character. If your all-digit password is 2 characters,
100 then there are only 100 possible password
9 combinations (00-99). If you use all lowercase

123456 7 s lettersand digits, there are 36 possible values per
character. If you utilize the entire keyboard
including upper, lower, digits, and special characters,
SelectaPassword: [000i0i | there are 94 possible values.

Time to Guess: |2.1 years

Password Char &

The logarithmic graph shows the total number of
combinations for your password (up to 8
characters). In addition, at the conservative rate
of being able to guess 100,000 passwords per




creen Shots

STEP 1: Select a random password that contains:
-aminimum of 8 characters
- atleast two digits
- atleast two special characters
- atleast one upper and one lower case letter
- no two successive characters the same

Valid!

STEP 2: Select a passphrase that contains both upper
and lower case and at least 12 letters

Valid!

STEP 3: As a check, see if you can remember your
password from Step 1.
Incorrect!

Choosing a Password

From the previous page, the advantage of choosing
passwords that include a mixture of upper/lower
case, digits, and special characters is obvious. Many
systems require you to choose a password that
includes a minimum number of characters including
some combination of the different character types.
Such combinations are not always easy to come up
with. Try choosing a password that meets the
specified criteria.

In addition to being difficult to choose, complex
passwords are hard to remember. One common
way of selecting a password that is easier to

STEP 4: As a final check, see if you can remember your remember is to substitute special characters or digits

password from Step 2.
Gotit!

for letters, such as @ for 'a', or zero for 'o'.

Another approach is to use a passphrase, or a series
of words run together that you can easily remember,
such as "Webelivethesetruthstobeselfevident". You
can combine this with substitutions to get something
like:

"MyMOtherWearsCOmb@tB0ot$".

Passwords Web

Lab

Remember, when asked to choose a password for demonstration purposes,

YOU SHOULD NEVER ENTER ONE OF YOUR CURRENT PASSWORDS.

Select any keyboard pattern that is easy
to remember. Atany pointin time when
entering the password, you can press the

Animate button to see the sequence of letters
pressed thus far. Ablue dot represents no SHIFT,

Keyboard Pattern Passwords

Another approach that some people use to select a
"psuedo random" password that they can remember,

a green dot represents when the SHIFT keyis down. iS to use some type of pattern on the keyboard. A

simple example would be:

Cf1[2]3]4]|5

[ _l v | 123qweASD

o|wle|r
Lals[alr[olnli [«[1 [ "

[zlx[efv]oln]ml [.]]

or the first three keys of the number row followed by
the first three of the letter row, followed by the first
three keys of the next letter row with SHIFT held
down. Some systems are smart enough to recognize
3 or more keys that are beside each other and not

e W allow them. More sophisticated patterns would be

using diagonals, a Z pattern, etc. Try entering some
patterns that are memorable. You can animate the
password at any time. Press the Submit button
when you have finalized your pattern.




Collected Data

161 distinct users
Over 500 “random” passwords
Over 250 “pattern” passwords

Based on collected passwords, it was obvious
students did not know they were being saved



Visualizing Patterns

* First attempt to simply draw lines between
characters on keyboard

— Some patterns obvious \AA
— Did not show same key hits

— Could not tell when sequence repeated
— Could not tell when shift key pressed

* Also played with animating sequence

— Hard to compare multiple passwords for common
patterns




Drawing Rules

Connect keys with an arc
Increase the weight for shift
Loops for same key
Repetition uses offset arcs

Repetition of same key more than 4, offset loops

A A o

Arcs drawn in clockwise order

Password: gwgwqwasddddRTttttttt



Samples from Data

6TFCVBNHY6

NANN

00(I8u&Y6t%R

waqgewretrytuyiuoi

ThebigDawgJumpsoverthesmallfence







ldentified Patterns

Pattern Name

Description

Doubles Same key pressed twice in succession
Triples Same key pressed three times in succession
Twos Two keys in a continuous line
Threes Sets of three keys in a continuous line
Fours Sets of four keys in a continuous line

Down-the-row

Five or more keys in one row

Snake

Sequence of contiguous keys

Grouped 2/3/4’s

Sets of 2’s, 3’s, 4’s offset by row or diagonal

Split Snake

Two discontinuous snake parts

Reflected

Sequence of mirrored keystrokes

Zig-zag

Alternating contiguous keys from two rows




Pattern Frequency

* Based on visually identified

common patterns

— Programmatically checked
collected data for frequency
* Some interesting results

— “Threes” occur often in
patterns, seldom in random

— Doubles and Triples rare

— ~20% random passwords
had some type pattern

Doubles
Triples
Twos
Threes
Fours
Down row
Snakes

Grouped

splitSnakes M Constrained Pattern

Any Pattern
Reflection
B No Pattern

Zigzags

0% 20% 40% 60% 80% 100%




Attacking Patterns

» Decided to attack “Grouped 2s/3s/4s”

— Occurred in 15% of patterns
* Basic approach ,%\

— Develop rules to generate all
possible 2s/3s/4s patterns

— Create a dictionary of patterns
— Attack using a standard dictionary approach



Creating Passwords

* Used following rules to generate

— Meets locally enforced complexity rules

— Password parts (individual sets of 2, 3, or 4 keys in a row) go
in the same direction

— Password parts are the same length

— Password parts are either all shifted up, or all not

— Password parts go left to right, or top to bottom

— Password parts are only 1 space off on the keyboard

* Resulting dictionary had ~500,000 entries

W= M =



Testing Dictionary

 Wanted to test against “live” password file

e Difficulty convincing IT group to provide real
file (even an old one)

* Finally, obtained small production file
containing 11 “strong” password hashes

— John the Ripper did not discover any of them in 18
hours of run time

— Pattern dictionary discovered 2 in under 1 second



Conclusions

Keyboard pattern passwords common
Common pattern elements prevalent

Visualization an effective means to identify
common pattern elements

Keyboard pattern passwords susceptible to
detection

— Can create customized tool to check common patterns

— Treat common pattern elements as “words” to create
new dictionaries
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