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This talk is a bit of a departure from the others here at VizSec: It is about computer forensics
(specifically hard disk forensics) as opposed to computer security. Hard drive forensics is an
area ripe with opportunities. Current practices are laborious—direct linear search of a very
large space is the most common approach. Visualization has the potential for significant
impact. HD forensics is a large area; we are focused on text forensics, specifically in email
forensics. [Image mollazi http://www.sxc.hu/photo/1153697]
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The focus of this talk is our visual analysis framework for performing text relation analysis:
l.e., finding terms, related terms that appear in the same documents, and how these words
are distributed through (related) files. Such textual relationships are important in many cases.
We chose this task and our design based upon a contextual analysis that we conducted with
forensics officers; I’'ll discuss these shortly. The study informed our analysis framework
which processes a hard disk to find terms and their relationships on disk which is then
visualized with a search-sensitive file hierarchy and tag cloud. Each of these will be
discussed in turn.
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The focus of this talk is our visual analysis framework for performing text relation analysis:
l.e., finding terms, related terms that appear in the same documents, and how these words
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Pre-Design Study

Sunday, October 11, 2009
Before we initiated our design we studied forensics officers in order to determine how they

currently do analysis. We specifically were interested in finding out where there were
inefficiencies with the goal of finding areas that could be benefited by visualization. This was

the study we reported upon at last years VizSec.
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Our testbed is webmail based forensics. We created two datasets with fraudulent behavior via
several false webmail accounts and emails back and forth. We mixed these in with more
legitimate sources by signing up the main accounts to various mailing lists. In addition, the
main account performed various web-browsing behavior, some related to the fraud, others
not. Two disc images of these were then used as the base data for observation. As discussed

last year, we recorded the interactions with video and key/mouse logging for 3 law officers.
[Summarize]
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The Framework
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Our analytic framework consists of three major components: The Analyzer which processes
the disk image, the Text Relation Database which stores the extracted relations, and the
Visualizer which I'll discuss later. To begin the analysis, we use the Sleuth Kit to walk
through the directory structure and extract any textual information in the given file; a similar
process is done for unallocated (deleted) clusters. These are then split into tokens and
categorized into common entities: URLs, email addresses, currency, HTML/XML tags, and so
forth. Each token is then entered into the database which records each word and each file/
cluster, which files each word appeared in, what words a file contains, and before/after
relationships between words; frequency of occurrence within a file are also tabulated for later
use. This processing is slow (~20min for 4.5MB, ~20hr for 4.5GB), but is similar to normal

processing and is only done once: All our visualizations use the textual relationship database
directly.



Visualizations
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The visualizer allows for browsing of the disk hierarchy, searching for terms, and analyzing
their relationships. It is divided into three regions: The Search-Sensitive Hierarchy, a
interactive TagCloud, and a window for showing file meta-data and for conjunctive search.
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The hierarchy is a modified squarified treemap that only displays files with textual data; the
size is determined by the # of text elements. It is modified to make it more familiar to
officers that are not typical visualization system users. It uses a “spring-loaded” display of
the hieararchy (showing the root->child from left->right) similar to other OSes (also has
advantage of saving space); in addition, it labels files and directories with familiar “Explorer”-
or “Finder’-like folder and file icons. The reason we call the treemap “search-sensitive” is
that any words selected in the tagcloud or other views cause files with related words to light

up.
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The hierarchy is a modified squarified treemap that only displays files with textual data; the
size is determined by the # of text elements. It is modified to make it more familiar to
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The tag cloud is a standard one: It highlights word frequencies within a document or a
directory (a sum over documents). Words can be selected as needed by clicking (highlighted
in grey); in addition, search terms from the search view are highlighted in red. There are

several interactive filters that can be applied which assist in analyzing the tag cloud/text
data.
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Context area shows file metadata (standard). The search box allows direct searching of terms
(either in a file or directory, depending on selection), gives exact size, and shows where

following or leading terms are used. This is a very naive right now (the building up of these);
improvements are future work.



Usage Study
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Here we walk through a scenario of searching for investment fraud online. We don’t know the
details other than the user of the machine (“William Slick”) is suspected of fraud.
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Phase 1: Term Search
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Not knowing the particulars, we can search for “money” or “investments” across the disk.
There are 47 occurrences of this term in one directory, the web-mail directory. In addition,
the “money getting” co-occurrence looks promising, so lets explore the file with that.



=
o
T))
1)

o E E [Srefese 121021 htu S ReadNessageLis
l ‘ willieslick@hotmail.com

[;;?er-e._el E;.“neaan-‘ ==ReadM E;‘ne.m

E.:?«nar = Readhes l’:—‘!ruln_

-
[:‘geadness - E;:; -

E:"""““'c E;:R.ur r; g

All Files and Clusters

Token Name willieslick @hotmail.com
Type email

Total Count 18

File Count 18

Cluster Count 0
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So, lets see if we can tie our suspect to the fraud. We can now turn off everything but email
addresses, and one pops up: That of William Slick. Good job! :)



Summary & Future
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Future work: We seek to validate the effectiveness of our methods with follow up studies with

forensic officers to close the loop. In addition, there are additional methods we can use to
improve things: We can use better means to perform the initial analysis (such as FPGAs to
speed it up or text-analysis tools to build better text models) and we can think of additional
visualization characteristics (such as adding metadata visualization ala Teerlink and Erbacher.
[Images courtesy http://www.sxc.hu/photo/866529, http://www.sxc.hu/photo/1135097,

Teerlink & Erbacher]
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