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@7 Introducing the NTE
>

The Network Traffic Exploration (NTE) application allows
the user to explore network traces and prototype new
detection algorithms.

The NTE 1s useful for security analysts because of its
varied and flexible presentation capabilities.

£ Network Traffic Exploration Tool v3.0 Q@@

File Info Probe Data_Extract Packet-Groom Snort Snort-alerts MNetwork_Visualize Database DB_Lookup Help
[ oEF NODAL SRoUP WEje W[ FRINTNODAL SROUP | [ PrTtossNtohzHto P | [ PARTITION TRAFFIC |
[ summarize P activity | [ 1P aDDR nTERACTIONS |
( LOAD TRACE Wi | [ assisnssnxmp | [ createssnsump e | ( CLIENT VIEW [| i ] [ cLents oF service |
( PRINT PACKET ] ( PRINT SSN TRACE | ( PRINT SSN SUMMARY | ( PRINT SCANS |
[ PrnTHORFROMSSN ] [ seneraLporTACTVMITY |
( SAVE_PAYLOAD ] ( SSN PLOTS ] [ ProviDERS OF sERvicE |
[ Pavioapreaper | ( ODD HZH ACTIVITY | [ semrverusaserPT |
1 WIRESHARK ] [ SERVER VIEW | Wil ) [ muLT-service server |
[ TracE PrROPERTES | [ STAT_ABNORMAL_SSN WEje | W[  PRINT_ABNORMAL_SSN |
( PACKET PLOT ] [ FNDTYPICAL sSN MEle | W PRINTTYPICAL SSN ]
[ create ssnchs p e | [ service PrOFILING W | [ emomiaLProFRPT |
( SAVE TRACE ] ( PRINT H2H TRACE | ( PLOT H2H TRENDS ] [ stanparoProFRPT |
[ cREATE sNORTALERT | [ crEATE HOST2 HOST Wl ]I[ PRINT H2H REPORT | [ cownstantProFRPT |
[ anavvze HEADER | W | [ |P HOR FLD REPORT ]
( HDR FIELD TOB5LING ]E[ TCP HOR FLD REPORT ]
( CREATE ICMP SSN [ | [ icMP HOR FLD REPORT |
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m)] NTE Architecture

(&

The NTE is a MATLAB application has been developed on
top of an open library of packet analysis functions.

NTE

Load View or Store >
— traces p—p manipulate o traces

from disk packets to disk
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@7 Loading and Viewing Packets

One or more traces can be loaded into the NTE and
the packets can be selectively viewed .

The user can explore the data from both a packet,
session or host-to-host perspective

) Figure 1
File Edit Yiew Insert Tools Desktop Window Help
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File Edit Yiew Insert Tools Deskiop Window Help

DeE& h RQM® | €08 =0

Session activity versus time plot
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Packet Plot (SYNK4 DOS tool)
(The fixed TCP Sequence humber can be
used to create a firewall filter rule)
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mj Evaluating A Situation

L
The NTE includes functions to help determine if a set
of packets are “suspicious”. Among these are:
e Heuristic Analysis
e Statistical Analysis
e Signature-Based

Relative Suspiciousness of Host to Host Connections
T T

wwww. raiofindia.com

Comparing Session Activity 507 153 203,114

eive)

H2H_544 &

Packet Length {+ Transmit / - Rec

SEARCH FOR SPYWARE ACTIVITY
(spyware is sometimes characterized with | | & ¢ b
regular web browsing activity) 2 4 @ % 0 0 U 1

0
79 320 393 412 460 592 665 722 818 887 |

Host to host ID
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Automating Analysis and Recording An
Investigation

Some events are true while others are false alarms.

The NTE has the ability to create a script on the fly to
detect an attack or filter a false alarm.

The script’ s capability can be used to log the steps
taken 1n performing an investigation.

activity
hasa U
shaped
profile

Time Duration Versus Bytes In Time Duration Versus Bytes Out Bytes In Versus Bytes Out % Load the the PCAP trace arra

1 10000 10000

[PKT_DATA,IP_OPT,TCP_OPT, AD] | p le_plu: ( A\l \ dmp
= s 8000 'TRACE_NUMBER','','BPF','ip');
ﬁ 05 3 8000 3
=2 H 2 umbers numbe th
& = B0 & 8000
S ool ® 2 L umber ( AD) ;
= ] E 4000
z £ 4000 Z t ar:
£ £ £ %
S 05 £ 3
o 3 2000 & 2000 [H2H_SUM,H2H_LIST]=create_h2h_array (PKT_DATA,PKT_IDX) ;
r
0 Pr. summar:
o 2 % 2 4 1 1 It er emb ]
i Cummulative Bytes In
Time Duration Time Duration [SSN_NUM, H2H_NUM]=print_host_to_host_details (H2H_SUM,H2H_LIST,'ALL',5,...
'TTL_PKTS=1&SERV_PORT= =6') ;
=
Typical ‘e
—— Qut of Band HTTP Tunnel
h t t p [PKT_REF_NUM]=find_pkt_from h2h (PKT_IDX, H2H_NUM) ;

This out-of-band HTTP tunnel
can be detected by the adjacent script




mV Relating This Small Event To The Bigger
V. 3/ Picture

Packet events and exchanges can be overlaid onto
network diagrams.

Attacker]|..
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To Attack
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DEMONSTRATION

Starting Premise

You are handed a trace containing suspicious traffic.
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@7 Starting the NTE

C

File Edit Debug Desktop Window Help
D Wﬁ X’ & ) 4 n ﬁ ? Current Directory: lC:Program Files"MATLAB704wvork v‘E]

Shortcuts (2] How to Add  [2] What's New

Workspace 2 X Command Window F I
WHB S8 ([ ]

To get started, select MATLAE Help or Demos from the Help menu.
Name | Value —_—

>> nte_start|

File

Info Probe Data_Extract Packet-Groom Snort Snort-Alerts  Network_Visualize

| — PRINT NODAL GROUP PARTITION TRAFFIC

SUMMARIZE IP ACTIVITY P ADDR INTERACTIONS
ASSIGN SSN # CREATE SSN ¥ wu‘ ,,t'u”twj» CLIENTS OF SERVICE
PRINT PACKET PRINT SSN ACE PRINT SSN SUMMARY PRINT SCANS
PRINT HOR FROM SSN SENERAL PORT ACTIVIT
SAVE_PAYLOAD SSN PLOTS PROYIDERS OF SERYICE
PAYLOAD READER ODD HZH ACTIVITY SERVER USASE RPT
WIRESHARF SERVER VIEW [] ‘ MULTI-SERVICE SERVER

DEF NODAL SROUP »

LOAD TRACE Wi

TRACE PROPERTIES STAT_ABNORMAL_ PRINT_AENORMAL_SSN

PLOT IP ¥S TIME FIND TYPICAL SSN ‘
PKT XCHS DIASRAM SSN XCHS C JFILING *

SER

STANDARD PROF RPT

CREATE HOST 2 |

E I PLOT H2H TRENDS
: ‘ PRINT H2ZH REPORT
ANALYZE HEADER [ * IP HDR FLD REPORT

iDR FIELD TOSSLING TCP HDR FLD REPORT

CONSTANT PRO

CREATE ICMP SSN ] CMP HDR FLD REPORT
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% Load Packets Associated with Alert
I |

File

£ Network Traffic Exploratio
Info Probe Data_Extract P: Look in: |QHACKEF‘_CUUF‘SE ﬂ e &5 E-

Pick the PCAP file you would like to load?

DEF NODAL

SROUP W | e

Wis_unicode_exploit.pcap | 4] METASPLOT _TXT_alert.ids
E] MATASPLOIT _screen_dump_running_snort.txt ﬁnessus.pcap
Emetasp!oit_dcom.pcap

LOAD TRACE Wil

ﬁ metasploit_msrpc_dcom_ms03_26.pcap

(]

File Edit Debug Desktop Window Help

Shorteuts [2] How to Add (2] What's New

(= X g\ ) Cu n ﬂ @ Current Directory; lc:\Program Files\MATLAB704wvork v‘@

metasploit_msrpc_dcom_no_dup.pcap

= METASPLOIT _snort.log. 1178300704

< >

File name: Imelasploit_msrpc_dcom_no_duppcap
Files of type: |AII Files (%) j Cancel

%

%

Z[[PKT_DATA, IP_OPT, TCP_OPT, PAYLOAD] =load_pcap_file plus_ev('C:\DATA\HACKER_COURSE\mg
_ . . L _ _ _ _

LOAD PCAP FILE (=]}

Packet Capture Filter (Opt)

A BPF fitter allovws you to limit the types of packet loaded from
the trace (ex. ip, tcp, udp, icmp, host 10.11.12.13)

L |

Additional Fitters
Optional Trace Loading Restrictions (default all BPF passing packets loaded)
D Restrict packets loaded based on ABSOLUTE TIME

E] Load packets based on packet NUMBER

[ Load packet based on PERIODIC events

E] Load packets at based on RELATIVE TIME

D Packet Loading Requires Special Data Compensation

Trace ID (Opt)

If you are planning to load muliple traces it is a good
idea to give each trace a unigue id number.

Payload Cutoff (Opt)
Enter payload cutoff size (default load all)

|

OUTPUT ARRAYS (Req)
Store packet capture header under this arrayname
[ PKT_DATA |
Store IP_OPTIONS array under this arrayname (opt)
[P_opT |
Store TCP_OPTIONS array under this arrayname (opt)

Ca *S —— T P PO T ILL [ L]

| Tcp_opT

6|0 (M- [[ee ]
—m— S

IP_OPT <4791 cell>
PAYLOAD <4791 cell>

] PKT_DATA <479x60 double>
|

]

A - 4

&

k —————
Current Directory | \workspace \

Command History

plot_constant_results_ev(CONS - ‘
plot_constant_results_ev (CON3
edit menu bino_report
nte_start

E-%-- 03/09/08 9:36 AM --%
nte_start

[SEET DE:"EIQ,KDB 9:56 AM --%
nte_start

A A

P R

o

Loading: C:%DATAY HACKER_COURSE\ wetasploit_msrpe_dcom no_dup.pcap
load pcap_file c (version 3.1) loading C:\DATA\HACKER COURSE\metasploit_msrpc_d
filter = ip

Store PAYLOAD array under this arrayname (opt)
[PavLOAD |

line_range_rows [u]
time_range_rows [u]
rel time_range_rows 0
rpt_time_range_ rows 0
# of packets matching the filtey
# of packets loaded
Nothing to merge

Total packets loaded = 479
%%%%%%%%%% READY FOR NEXT FUNCTION CALL %%%%%%%%%%%%%
Caught Button - EXIT [-1]

pbour la défense Canada — Ottawa




mj Steps Not Shown
L

4

ASS i g n SeSSiO n N u m ber £ Network Traffic Exploration Tool v3.0

File Info Probe Data_Extract Packet-Groom Snort Snort-Alerts Metwork_Visualize Database DB_Lookup Help

TO EaCh PaCkEt II'I Trace [ DEF NODAL SROUP Wil | e NT N [ PHTtosSNtoHzHto 1P|
U [ roommcmp Jmp( roomnos mp DAL o con oot

PRINT SSN TRACE

[ PrnTHORFROMSSN |

SAVE_PAYLOAD

PAYLOAD READER

Summarize each session
using 90 different statistical
measurements

4

Summarize The Session
Information Exchange

4

WIRESHARK

TRACE PROPERTIES

LI T

"» CREATE SSN XCHS ) o

PRINT H2H TRACE

PKT XCHS DIASRAM

SAVE TRACE

e e e

(
(
(
(
( PLOT IP ¥S TIME
(
[
(

CREATE SNORT ALERT CREATE HOST 2 HOST »

( JI
[ anavvze HEaDER | W |
( ]E
( J

HOR FIELD TOSSLING

CREATE ICMP SSN ]
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C

[ PARTITION TRAFFIC |

SUMMARIZE IP ACTIVITY ]

CLIENT VIEW

PRINT SSN SUMMARY

SENERAL PORT ACTIVITY

SESSION SUMMARY REPOR
SESSION SUMMARY REPORTS

(®) Standard Display Output
O Descriptive Output
O Dump Al Statistics To Screen

O Tabular View Of Session Summary Array

CEX

[ SSN PLOTS ]
( 0DD H2H ACTIVITY ]
[ SERVER VIEW [ W I
[ sTat_sBNORMAL_sSN W | M
[ FnoTvPIcAL SN W | W
[ sERviCE PROFILING Wl | W

- o1 AT ToChune

. MATLAB

View Summary Of Trace Session Activity

PRINT SESSION SUMMARY
~SESSION SUMMARY ARRAY (Req)
Enter Session Summarization Array

SSN_SUM v]
-SESSION NUMBERS (Red)
Which Session(s) ex. 4 [1:5] or arrayname
o

FILTER EXPRESSION (Opt)

FILTER EXPRESSIONS:
PROTOCOL, SERVICE_PORT, CLIENT_PORT, H2H_ID. SYN, FIN_RST,

TTL_PING_PONG, TTL_XCHG_1_WaY, TTL_CONY_2_WAY, TTL_CONY_3_OR_MORE_WAY
TTL_PKT_CL_TX, TTL_PKT_CL_RX,

DATA_BYTE_CL_TX, DATA_BYTE_CL_RX, AVG_BYTE_PER_PKT_CL , AVG_BYTE_PER_PKT_SRY,
CLIENT_IP / SERVER_IP (IP addr of client/server)

SSN_DURATION (sec) /SSN_START_TIME / SSN_END_TIME (Y'Y YMMDD@hh:mm:ss.55),
EXPRESSIONS:
TCP, UDP, ICMP, COMPLETE (for TCP SSN) INCOMPLETE (for TCP SSN)
EXPRESSION TEST / LOGICAL OPERATOR:!
<=, 2, <=(hote equal), & (and), | (or)

= 2= =,

DATA FILTER TOKENS (OPTIOMNAL)

QUTPUT SESSION NUMBERS (Opt)
What is the output arrayname for the session list

File Edit Debug Deskiop Window Help
=

X g ) Cu n ﬂ @ Current Directory: lC:\ProgramFiles\MATLAB?UMwork

Shortcuts (2] How to Add (2] What's New

Workspac

‘ 2 x
L EEES s - :] %%%%%%%%%%% READY FOR NEXT FUNCTION CALL
T [ vae % Caught Button - PRINT SESSION SUMMARY [105)
e oPT <arortcals 3| |Prinesession sumarss ey (333U, ML)
FIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIISS
< | 2 %%%%%%%% Swanary Description Of Sessions
Currert Directory Workspace‘ LIS ESASSNNNLS
Command History a X DATE = 2006/7/5 Total Qry=2
— — — NIEC ! {TCP } LEN=1830 PKT=14 +/- DUR=0
edit menu bino_report — || 83N= 2 (TCP ) LEN=220820 PKT=465 +/- DUR=128
nte_start $%%%%%%%%%% READY FOR NEXT FUNCTION CALL
E-%-- 03/09/08 09:36 LM —-% % Caught Button - PRINT SESSION SUMMARY [105)
nte_start % FUNCTION ABORTED
9:56 AM —-% %%%%%%%%%%% READY FOR NEXT FUNCTION CALL
v
3 ||

Command Window

$5%%%%

5%%%

canceL | [ HeLe |

Lo ]|

COM 192.168.0.30:1384->192.168.0.¢
INC 192.168.0.8:1041->192.168.0.3(

epmap / DCOM
italk

3

|




in direction

;) Plot Session Activity Note the change
(=

& SESSION PLOTS FEX

| PICK THE TYPE OF REPORT INWHICH YOU ARE INTERESTED

( AU IAAE J 2. Session Exchange Viewer
[ summarize e actviry | BRI SR E AT
[ CLIENT VIEW ’ ] ] O Plot bar graph timeline (with each bar being the duration of a single session) DCOM EXCHANGE
PRINT SSN SUMMARY J
[ ] MESSAGE EXCHAGE DIAGRAM 0.000sec TCP:135 0.484zec 25?3byte+l~-—)
O & diagram with 2 devices with arrows running in between € —TCP:12345 127 8sec 239436byte+i-—  0.352sec
T (The arrows represent session intiation patterns)
] Attacker DCOM SERV...
[ sErverviEw) Wjp  |W SINGLE LINE GRAPH
[ sTAT_sBNORMAL ssN e | O A diagram showing the packets in one or more sessions
[ FnDTYPICAL SN M | W
[ SERVICE PROFILING ’ ]. PARALLEL LINE GRAPH
; . ) e
m Sl aT oL TeEne (® @ diagram showing the packets in one or more sessions 2 Figure 1 E]@@
(Graph has multiple horizontal rows of sessions or groups of sessions) File Edit View Insert Tools Desktop Window Help ~

D& b RAM® € 08 8O

Comparing Session Activity

[ ok ][ cancer |[ Her |

DCOM: 4

MT,
Note the silence is =l

broken in one direction

Pz :ket Length (+ Transmit / - Receive)

cv

3 i3 1 ! 1 !
1] 20 40 60 80 100 120 140

Time (sec)
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m)] Steps Not Shown

4

Convert Session #1 Into A
List of Packets

£ Network Traffic Exploration Tool v3.0

File Info Probe Data_Extract Packet-Groom Snort Snort-alerts Network_Visualize Database DB_Lookup Help
e —

[ oer novac srour e C_rosonommor
—

[ LoanTrace W ] [ assisnssnx iy |

( PRINT PACKET ]

View Packet In Wireshark

PRINT HOR FROM SSN

T
AYLOAD READER

~ —
- | WIRESHARK >

TRACE PROPERTIES

Wireshark cannot
decode the protocol

PLOT IP ¥S TIME

PKT XCHS DIASRAM

LTl

CREATE SSN XCHG [ Wi |

SAVE TRACE PRINT H2ZH TRACE

]

CREATE SNORT ALERT

[ l
[ ]
[ ]
[ ]

(

(

[ cREATE HOST2 HoST W |
[ ANALYZE HEADER [ W
(

(

Payload Type Analysis 1
Payload is binary e
@ \/but not random

Isolate All Packets In
Session #1 Running From
Client To Server

g
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m Plot Payload Bytes Based On Machine
13 )/ Language Opcodes

£, REPORT TYPES

Network Traffic Exploration Tool v3.0

REPORT OPTIONS (Req)
File Info Probe Data_Extract Packet-Groom Snort Snort-dlerts | ) .
Pick the type of pavload report yvou desire.
[__DEF NODAL SROUP Wil | e Text Reports To Display Conterts of Pavioads
O BINARY REPORT (HEXDUMP) O BINARY REPORT (SINGLE LINE OUTP...
( LOAD TRACE i ] [ assisnssnxmip | © OUTPUT TEXT IN PAYLOAD
I T | () OUTPUT WEB URLs (TEXT REPORT) () OUTPUT WEB URLs (HTML REPORT)
O DISASSEMELE PAYLOAD
s AD Text Searches To Find Specific Payload Content
TR DI O GENERAL REPORT TO DESCRIBE PACKET
O OUTPUT PAYLOAD TYPE
pnESHARK O FIND BINARY PAYLOAD TYPE O =
[__TRace ProPERTES | ) ENGLISH STRING SEARCH 18] - Figure 1
( PLOT IP VS TIME ] () TEST FOR ENCRYPTION (O File Edit View Insert Tools Desktop Window Help ~
[ PKTxCHS DIAGRAM | ODOANLOADFILETYPEBASEDONFLEMAGI ) 2 H & | h R A ™ ® € 0B 5 3
[ SAVE TRACE | () SEARCH USING & LIST OF STRINGS
[ crEATE snoRTALERT | O QUIET SEARCH MODE (RETURN PACKETS NU Opcode value
Graphical Reports To Examine Pavload Trends
2
o™
e
o
3
£
o
b=
o
o
o
[e)
. PLOT DISASSEMBLY CODE 200 400 600 500 000 1200
INPUT TRACERAYLOAD (Req) Opcode's Relative Position in Paylod d
Enter the Packet Capture Header Arrayname Opcode Length
PKT_DATA, v] . - ' - ' - "
INPUT PAYLOAD (Req) - 1
Enter Payload Arrayname For Trace g- N o P
PAYLOAD v 5 5 T
A=
5, sled
PACKET RANGE (Req) 3
Range of Pkts In Traffic Trace (Default ALL) ex. [1:5] 1
[SSN1_PKTS v 200 400 600 00 000 1200
Opcode's Relative Position in Paylod d
Start Byte (Req)
Taxonomy Of Opcodes
Enter the start byte where the disassembly starts. Return & . . : Y P o .
1 o umpt OO @
= Compare
L Transfer
CANCEL 3 Process
o NOP

a5 L L L x &
200 400 600 800 1000 1200
Opcode's Relative Position in Payload




‘97 Search For English Strings In Packets
ez

REPORT TYPES
Network Traffic Exploration Tool v3.0 REPORT OPTIONS (Redq)
File Info Probe Data_Extract Packet-Groom Snort Snort-alerts | Pick the type of payload report you desire.
[ DEF NODAL SROUP Wil ]— PRINT NODAL SROU Text Reports To Display Contents of Payloads
O BINARY REPORT (HEXDUMP) O BINARY REPORT (SINGLE LINE OUTPUT)
[ LOAD TRACE Wi | [ assisnssnz e | e O OUTPLIT TEXT IN PAYLOAD
| T | (O OUTPUT WEB URLs (TEXT REPORT) (O OUTPUT WEB URLs (HTML REPORT)
O DISASSEMBLE PAYLOAD
SAYI yLOAD Text Searches To Find Specific Payload Content
S ATOADIREADER (O GENERAL REPORT TO DESCRIBE PACKET
— T O OUTPUT PAYLOAD TYPE
TRACE PROPERTIES O FIND BINARY PAYLOAD TYPE O FIND TEXT PAYLOAD TYPE O FIND MIXED PAYLOAD TYPE

O ZERO TERMINATED STRING SEARCH
Q) RECOVER ENCRYPTED PACKETS PRINT PAYLOAD
INPUIT TRACERAYLOAD (Ret)

Enter the Packet Capture Header Arrayname
KT_DATA v

Enter Payload Arrayname For Trace
PAYLOAD v

PLOT IP VS TIME

(O DOWNLOAD FILE TYPE (BASED ON FILE MAG™
(O SEARCH USING A LIST OF STRINGS
(O QUIET SEARCH MODE (RETURN PACKETS NUMBERS WITH MINIRTS

SAVE TRACE

|
(
(
[ PKT XCHS DIASRAM
(
(

I3 3 313

CREATE SNORT ALERT

Graphical Reports To Examine Payload Trends
© COMPARE PAYLOADS IN PARALLEL (ASCIN... (O COMPARE PAYLOADS IN PARALLE
O LENGTH OF ASSEMBLY CODE OPERAND RAEMET R

':'.ﬁ»'-: MA ILAD

Range of Pkts In Traffic Trace (Default 'ALL" ex. [1:6]
File Edit Debug Desktop Window Help - .
= — = = = — OK CANCEL

D | & Ba@ o o “Ef?Cu. ——]

E

PRINT DISASSEMBED RESULT (Reg)
Shortcuts [2] How to Add  [2] What's New (®) VERBOSE REPORT ON SCREEN (O QUIET REPORT
Command Window

Meterpreter ks
is pal‘t Of 'ﬁﬂ@@vz > pRT= 95 | 192.168.0.8:1041 —> 192.168.0.30:12345) TCP (80

Store the packets displayed in the following arrayname ]
: =

- _ core console write]|
H2H_ID_SSN2 1. - —
Metasploit D d

neterpreter server =- ]

PKT_DATA
PKT_IDX ‘@
L I
Banner fOI“ 9:36 1 PKT= 178 | 192.168.0.8:1041 -> 192.168.0.30:12345) TCP
- d nte_starc
WII1 OWS Bre-- 05/09/03 9:56 1 core_channel write||4Microsoft Windows 2000 [Version 5.00.2195]
nte_start (C) Copyright 1985-1999 Microsoft Corp.
command print_sen_sumary,
nte_start V| IC:\WINNTY systen32>| | A/
shell 3 |[@ >
art | Busy




@7 Statistical Detection of the Attack

C

Session Versus Bytes In

4000

[45)
)
[
o

2000

=
o
o
o

Cummulative Bytes In

Session

6000 -

4000 J

2000 4

Cumnrmulative Bytes Out

The attack
session deviates
significantly

Cummulative Bytes In

from the norm
(in 37 different
out of 90 tests)

T~

File Edit View Insert Tools Desktop Window Help

Ded& keaams €08 =0

Bytes In Yersus Bytes Out

The DCOM

Session ,ersus Bytes Out
0

(1] o
) ]
o o
o o

[
(=)

Cummulative Bytes Out

—_
(=]

File Edit Yiew Insert Tools Desktop Window Help

D& K Rame|E (0B =0

| qir

SSN Number Versus Statistical Test

Ir

LU N ]
i . i =i om
700 = 1]
i
]
ool i n

Session #

I'I - 'I' Ir Extreme Abnarmal
u mm il un -
e i = i
I . Abnormal
L]
s §
™ M=y 1
-
Unusual
v il Y w0
k= faREdl
' I-I
i [l il | (]
! I-I I II ~Fairly Normal
il |
i

Attack
~ Session

EBX

-Largely Normal

Normal

4
Statistical Test #
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mj Closing Remarks

(e

Key benefits of NTE

e Flexible analysis of security events and network
based attacks

e Broad range of features (300)

e Scripting capability

For more information about the tool you can
contact.

Grant.Vandenberghe@drdc-rddc.gc.ca
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