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Introduction

o Topological Vulnerability Analysis (TVA) attack
graph technology

= Builds comprehensive input model from network scans
and database of potential attacker exploits

= Analyzes vulnerability dependencies and
models attack paths into a network

= Discovers attack paths that convey the impact of
individual and combined vulnerabilities on overall
security

¢ New visualization approach

= Dynamic interlinked views with high-level overview and
detail drilldown
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Evolution Stage 1: Single Attack Paths

Step Exploit Attacker Middleman | Victim

1 arp_flood attack bart

2 | sniff_ypdom attack bart

3 | conn_ypdom attack bart
4 | ypcat_passwd attack bart

5 | crack_passwd attack bart

6 | scp_upload_pw attack bart
7 ssh_login_pw attack bart

8 | rh62_glibc_bof bart

9 | create_nfs_home_ssh_pk_su bart homer
10 | ssh_login_pk_su bart homer




Evolution Stage 2: All Paths
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Evolution Stage 3: Graph Aggregation
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Evolution Stage 4: Interactive Visualization
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Next Evolution in Attack Graph Visual Analysis

[5] CAULDRON User Toolset - [XML Editor]

[ Attack Graph : network.xml

Attack Graph : network.xml
Attack Graph : network.xml

config.xml

elajel ala/a]ale) ¢ [smi@ & [«

Toolbars
oo o a6

Eile Edit

Insert Tools Window Help

i i

o

ns_10647 (x.x.50.244 -> x.x.40.1)

For Help, press F1

8

Gain rootr...

- "
+
| | ' 7
3 Root
- I xx10 4
9 3 xx.20 =
[ xx201 7
: : =
[ xx20.10 =
~Dyxx2ta re e - — —
[ xx21.100 = =
— D xx.22.1
-~ [hxx23t L] -
o= 3 xx.30
- C3 xx.40
o- (3 Unconnected:7
[y xx401 +
[ xx40.100 -
[ xx40.102 - -
~ [ xx40175 = -
—
- [yxx40.176 =
—
—[yxx40178
- [xxd0.21
- [ xx40.222
o~ (] xx50|
- 3 xx.60 - -
Vi .
- Harden List
x.x.30.254
x.x.30.1
x.x.30.11 I}
X.x.30.1
%x301 Family Name CVE Bugtrag Summary Ports Description
ns. 22'1 (x. ar )e ain rootr... [OpenSSH < 3.7.1 |CVE-2003-0682...862: [Checks for the remote SSH version |Senices/ssh, 22 |You are running a version of OpenSSH which is older than 3.7.1Versions o
18502 (420100 > x%.40.21 ain rootr... |ntpd overflow  |CVE-2001-041 4 crashes the remote ntpd is :ltis possible to execute code on the remote host through the NTI
ns_18502 (x.x. >xx4021) ntpd overflow __|CVE-2001- 4 crashes the remote ntpd yn s possible to execute code on the remote host through the NT|
ns_10940 (x.x.20.100 -> %x.40.21) ain rootr... |ntpd overflow |CVE-2001- 4 crashes the remote ntpd s possible to execute code on the remote host through the NTI
ns_22034 (x.x.20. 190 -> ) ain rootr... |ntpd overflow CVE-2001- 4 crashes the remote ntpd s possible to execute code on the remote host through the NTI
ns_20928 (x.x.50.484 -> Useless s... |Rlogin Server D...|CVE-1999-0651 Checks for the presence of rlogin_ |Sel Synopsis :The rlogin semice is listening on the remote port.Description :Th
ns_22194 (x.x.50. - 222) Useless s... [X Display Man: (Checks if XDM has XDMCP protoc... Synopsis :XDMCP is running on the remote host.Description :XDMCP allo
ns_18502 (x.x.50.244 -> x.x.40.222) Useless s... |Rsh Server Det... |CVE-1999-0651 (Checks for the presence of rsh’ eryice: 598 |Sypopsis :The rsh semvice is running.Description :The remote host is runnil
ns_22034 (x.x.50.244 -> x.x.40.222) Service det... |Telnet ServerD... Telnet Server Detection it, sis :Atelnet server is listening on the remote portDescription :The rel
~ ntpd overflow CVE-2001-0414 |2540 crashes the remote ntpd

sis :Itis possible to execute code on the remote host through the NTI

O
L]
9 (=3 <MinimumEffort= Attribute
¢ [ <DomToDom= | |Bugtrag 8628
" 9 <Exploit CVE CVE-2003-0682,
. # €3 <Dommopam- | SRR i R
OtherlD IAVA:2003-t-002C
Ports Semvices/ssh, 22
Summary Checks for the re
L i e | Gaimio0t rEmote

0



