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Introduction — Background to the

Problem

A lot of alerts
Most of them are
false

A lot of
information




The 3D Time Series AlertGraph

The time series plot of
the quantity of alerts
received by a
destination IP in a time
interval from the pair
of source IP address
and destination port




The Data Point - Sphere

A coloured sphere means
during the time interval
X, the quantity of alerts Z
were received by the
destination hostY from
source IP and destination
port pair




The Colour

The colour of the
sphere reveals the total
quantity of alerts at the
data point (sphere) -
classifier mode : true
alerts

Lowest: Blue

Highest: Red

Colour varies from blue Time Axis
to red




Example — without classifier

The red spheres on the
top : Many alerts in the
interval with a unique
source IP and
destination port.

The red spheres on the
bottom: A single alert
from many source IP
and destination port
pairs.




Previous Example with Classifier

All the red spheres
suggested true alerts

Time Axis




The Interaction
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The Interaction

Yellow lines make a histogram
graph of the alert quantity
according to the time.




Example: Port Scan

A unique source IP
targeting many
deStination ports 1552?22.134.1? 1[;"52TI1F|;.114.5E|
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4 *

188 (3RCIP,DPORT) pairis) with 1 alerk{s) each,
Time of the events: Tue Mar 09 14:05:00 1999
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Example: DOS (BACK)

Denial of service attack
against apache
webserver where a
client requests a URL
containing many
backslashes.

Many alerts from
unique (srcip,dport)

SRCIP DSTIP DPORT
172.16.118.70 172.16.114.50 g0

B 1 (SRCIP,DPORT) pairis) with 240 alert(s) each,
Time of the events: Tue Mar 09 15:10:00 1939

11



Example: Slammer Worm

Same number of alerts in each Highlight of DPort 1434
interval the whole period

Time Axis Time Axis

Destination port 1434 was used in
slammer worm propagation.




The Classifier

Classification tree Algorithm
Based on Cy4.5 classification Algorithm

Decision tree based on information entropy theory
Post-Pruning (to avoid over-fitting)
The inputs were generalised

Using orange Al : open-source data mining
and artificial intelligent module
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The Classifier Inputs

Alert attributes

Src / Dst IP address

Src [ Dst port

Alert Classtype
IP Datagram length

IP protocol

Generalisation

Local host Foreign host

Standard ( < 1024)

Ephemeral (between 1024 and 4999)
Unassigned ( > 5000)

Unknown

Class type as specified by Snort
Actual byte value

UDP, TCP, ICMP, Reserve, Other
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The Classifier Performance

e Performance Score

Classification Accuracy Brier Score
(CA) (BS)
Scores 0.9857 0.0265

e Confusion Matrix

Negative (false)

Predicted
Negative (false) 267 (TN=0.9780)
(273)
Positive (true) 5 (FN=0.0174)

(288)

Area under the receiver
operating characteristic
(ROCQ) curve (AUC)

0.9892

Positive (true)
Predicted
6 (FP=0.0220)

283 (TP=0.9826)
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User Evaluation

Usability Study
Neilson [68], 3-5 evaluators can identify 75-80% of
all usability problems.

Usability Problems found

Controlling 3D image

Suggestions: More training, Navigation control as in
google map

Crowded GUI in Analysis panel
Suggestion: New organisation
Suggestion for mouse over information
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Analysis of User Evaluation

Average Stddev

-m

Scatter plot 4.67 0.58
Bz Parallel plot 4.67 0.58
B3  Timeline view 3.67 1.53
B4 | Plane view 4.00 1.73
B | World globe 4.67 0.58
B6 | World plane 4.67 0.58
C1  GUI-userfriendly 4.33 0.58
C2 Interaction 4.67 0.58
C3  Classifier features 4.67 0.58
C4  Filter features 4.67 0.58
Cg  Real-time 4.00 0.00
C6 Reportingfeatures 4.67 0.58
C7  Comparison with similar tool na na

C8  Perform Security tasks 4.67 0.58
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Advantages of 3D AlertGraph

Highlights the true alerts

Interaction tools for more information

A huge numbers of alerts can be viewed in
single display

A temporal characteristic of attacks can be
discovered
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Thank yow
very nuichv



