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memory

network

data operated on by

applications
doc PP

Xls
txt...

exe executed by OS
ELF
PE...

other special cases
core dump
pagefile.sys
hiberfil.sys...

process memory
cache...

packets...



Framework

e File Independent Level
- Entropy
- Byte Frequency
- N-Gram Analysis
— Strings
— Hex / Decimal / ASCII
- Bit Plot (2D/3D)
- File Statistics
e File Specific Level

— Complete or Partial Knowledge of File
Structure

- For Example, Metadata
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Towards a Visual Hex Editor

Malware Analysis

Locate Embedded Objects
— Encoding / Encryption

Audit Files for Vulnerabilities
Compare files (Diffing)
Cracking

Analyze Unknown/Undocumented File
Format

Cryptanalysis

Perform Forensic Analysis
File System Analysis
Reporting

File Fuzzing



System Overview
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e Textual: Text/ASCII, Strings, ByteCloud

e Graphical: Bitplot, BytePlot, RGBPlot, BytePresence, ByteFrequency,
Digram, Dotplot

e Interaction: VCR, Memory Map, Color Coding



Digraph View
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Digraph View
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Attractor Plot

uuencoded compression incrementing

encryption words

Attractor Plot Attractor Plot E®) Attra

slashdot.org . constrained pairs



Byte Plot
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Byte Presence




Display Comparison

19”
Pixels/Byte Monitor Gain

Textual 300 pixels/byte (4.4 KB N/A
HeXx

Byte View |1 pixel/byte 1.3 MB 300x

RGB View |3 bytes/pixel 3.9 MB 900x




Encryption
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Fixed Length Structure



Neverwinter nghts Database File

i Fr thPI t




Variable Length Structure



Thumbs.db
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See http://www.acquisitiondata.com/white papers/thumbsdbfiles.pdf
for a well written white paper.



Demo
(Firefox hdmp)
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inYis C:\Documents and Settings',rumint'Desktop',fbireport.

File  View

00045603
00045611
00045619
00045621
00045623
00045631
00045639
00045641
00045649
00045651
00045653
00045661
00045669
00045671
00045673
00045681
00045689
00045691
00045639
00045641
00045649
000456B1
00045689
000456C1
000456C3
000456D1
000456D9
000456E1
000456E3
000456F1
000456F9
00045701
00045709
00045711
00045713
00045721
00045729
00045731
00045733
00045741
00045749

00000000
0 65535
£..00000
00000 65
35 33 35 20 66 OD OA 30 535 £..0
30 30 30 30 30 30 30 30 00000000
0 65535
£..00000
00000 &5
35 33 35 20 66 OD OA 30 535 £..0
30 30 30 30 30 30 30 30 00000000
0 65535
£..00000
00000 65
35 33 35 20 66 OD OA 30 535 £..0
30 30 30 30 30 30 30 30 00000000
0 65535
£..00000
00000 65
35 33 35 20 66 OD OA 30 535 £..0
00000000
0 65535
£..00000
00000 65
35 33 35 20 66 OD OA 30 535 £..0
00000000
0 65535
£..00000
30 30 30 30 30 Z0 36 35 00000 65
35 33 35 20 66 OD OA 30 535 £..0
00000000
0 65535
£..00000
30 30 30 30 30 Z0 36 35 00000 65
35 33 35 20 66 OD OA 30 535 £..0
00000000
0 65535
£..00000
30 30 30 30 30 Z0 36 35 00000 65
35 33 35 20 66 OD OA 30 535 £..0
00000000
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Weaknesses

e entire file may be extracted from
bit/byte/RGB
- May trigger AV or IDS
— 8bit/byte steg

e Screams for big monitor

e Better memory management
- ~300MB+

e Unicode



Future Work

Plug-ins / Editable Config Files
— Visualizations

— Encodings

Saving state

- Memory Maps

Improving Interaction
- What works / What doesn’ t

Multiple Files / File Systems
REGEX search

Automated Memory Map Generation
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