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Motivation
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Network analysis tools give no clue of what lies

beyond the current “window”.

- @ulogd.znb0.pcap.1 - Ethereal S

Fle Edit View Go Capture Analyze Statistics Help

B ERx®E8 ResDF L QQAAQAPHEX O

L4 ﬂpply‘

j 4 Expresswon...‘ Vs Clear

@ Filter: ||
Source Destination srotocol | Info

,000000 .1. Standard query response A 192,168.4.2

2 0,000509 192.168.1.40 192.168.4.2 TCP 32790 = www [SYN] Seq=0 Ack=0 W1n=5840 Len=0 M

3 2.997399 192.168.1.40 192.168.4.2 TCP 32790 = www [SYN] Seq=0 Ack=0 W1n=5840 Len=0

4 5,211680  192.168.101.2 182.168.1.40 DNS Standard query response A 192.168.7.2

5 5.211634 152.168.1.40 192.168.7.2 TCP 32791 > www [SYN] Seq=0 Ack=0 W1n=5840 Len=0

5 5.2176593 152.168.7.2 192.168.1.40 TCP www > 32791 [SYN, ACK] Seq=0 Ack=1 Win=17378

7 5.217782 192.168.1.40 192.168.7.2 TCP 32791 > www [ACK] Seg=1 Ack=1 W1n=5840 Len=0

8 5.2178595 192.168.1.40 192.168.7.2 HTTP GET / HTTR/1.1

9 5.419530 192.168.7.2 192.168.1.40 TCP www > 32791 [ACK] Seq=1 Ack=406 Win=17376 Le

10 6.634156 192.168.7.2 192.168.1.40 HTTP HTTP/1.1 200 OK[Unreassembled Packet]

11 £.634441 192.168.1.40 192.168.7.2 TCP 32791 > www [ACK] Seq=406 Ack=1449 Win=8688 L4

12 6.635032  192.168.7.2 192.168.1.40 HTTP  Continuation or non-HTTP traffic

13 6.635237  192.168.7.2 192.168.1.40 HTTP  Continuation or non-HTTP traffic
T | i
b Frame 1 (112 bytes on wire, 112 bytes captured) =l
b Raw packet data
b Internet Protocol, Src Addr: 192.168.101.2 (192.168.101.2), Dst Addr: 192.168.1.40 (192.168.1.40)
b User Datagram Protocol, Src Port: domain (53), Dst Port: 32771 (32771)
b Domain Name System (response) =
0000 45 00 00 70 45 79 40 00 3f 11 e 89 cO a8 65 02 E. .pEy@. 7..... e, el
0010 cO a2 01 28 00 35 80 03 00 5c 7e 7e al 82 85 00 ...[(.5.. .\~~....
0020 00 Ol 00 Ol 0D 0L 0D 01 05 67 7265 65 6e 06 72 ........ .green.r
0030 6f 6f 74 66 75 02 6a 70 00 00 01 00 01 cO® Oc 00 ootfu.jp ........ ﬂ
|Fi|e: ulogd.znb0.peap.1 30 MB 13:32:40 | P: 165636 D: 165636 M: 0

Can we:

- drill down to
packets &

- provide a
visual summary?

Uncertainty
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Measure uncertainty... T EOR SEoUTY

as entropy of field value frequency distributions

Ty

|| < Expression... "aghearl o Apphy
‘ count Destination . Dst_port Protocol Info

i 129.170. 166. 103 IcMP  Echo (ping) req.
129.170.166. 103 Wl TCP S4993 > www [.&CI'-
129.170.166. 103 https TCP 54973 > https [}
129.170.166.103 W TCP S4973 > www [SY!
129.170.165.103 ftp TCP 54973 > ftp [Sr!
129.170.166. 103 nethios-ssn | TCP 54973 > netbios.
129.170.166.103 radmin-port | TCP 54973 > radmin-j
129,.170.166. 103 miLcrosoft-ds | TCP 54973 > microso-
129.170.166.103 tocpmux TCP 54973 > tcpmux
129.170.165. 103 ADQC TCP 54973 > 4000 [S
129.170.166. 103 socks TCP 54973 > socks [
129.170.166. 103 3182 TCP 54973 > 3182 [s
129.170.166. 103 8100 TCP 54973 > 8100 [5
129.170.166. 103 8000 TCP 54973 > 8000 [S
129.170.166. 103 ingreslock TCP 54973 > ingresl:

e .
88
-21 :399 4999 3 139 1524 1 088 8168 86868 3128 10860

dst_port (sorted by frequency)
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Entropy reminder Mes <

kK
Entropy of a discrete distribution:  H(X) => " p;-log, —
i=1

count
Count of packets in the “dst_port == 445" bin

/

449

n
1
N=n+..+n,
Total count 1
“Probability” n; _
ofa i p,=-x= , i=tl...k
packet N
falling into
the i-th bin
n2
oh, ... e N,

21 A8599 4888 445 139 1524 i i
saaa 8108 8088 F128 i18g5a

dst_port (sorted by frequency)

www.ISTS.dartmouth.edu




Dartmouth College

Backhoe: the “Strata” view wmverofsan

™ Mowelty Visualization
Click a packet to display it here

Search'>| |

I" Entropy Chart and Packet List View -)

M Hit Count P Time M Name B Category ¥ Action ¥ Source addr B Src. Port
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dd 14/ -
Packet fall” view NSTITUTE FOR sEcuRTY

Click a packet to display it here

Search>

f’- Only Entropy Chart

’f Hit Count ’f Time ’2' Name 'Z' Category 'E' Action 'Z' Source addr 'Z[ Src. Port 'f Dest. Addr ’f Dest. Port
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TECHNOLOGY STUDIES

Nowvelty Visualization

54411 = papl [ACK) Saqel Askeld Winsg5515 laned T

[TCF] popd > 54434 [FIN, ACE] Seqel Acke! Win=5732 leoed TSN=1398113933 TSER=1070670903 aull
1.4 [POP] Respomms: <OF Bells there. mall
nall 1.4=>216.193.201.144 [TCP] 54434 > popld

[ACK] Seqel Aoke=l WinwE5535 Lens=d TSV=1070670003 TSER=3998113797
54423 > popd [ACK] Seg=l Ack=l Win=£5515 Len=0 TSV=1070670003 TEER=3599E113783 mull
[TCP] pop3 > 54434 [5YN, ACK] Seg=0 Ack=1 Win=23168 Len=0 M55=1460 TSV=3998113797 TSER=1070670003 wWs=2 I

10.0.1.4 [TCP] pop3d > 54433 [5YN, ACK] Seg=0 Ack=1 Win=23168 Len=0 ME5=1460 TSV=39981137¢

null 1.4->139.170.208.33 [SSL] Client Bello, [Facket size limived during capture]

E443F » popln [ACK] Seg=l Ack=]l Wiz=ESS3E Lened TOVelOTOETO00F TEER=dBORESTOT mall

Search>

(

Only Entropy Chart \I

’f Hit Count Eﬁ Time 3“ Name '21 Category 'E Action ’f Source addr ’21 Src. Port ’Z[ Dest. Addr ’f Dest. Port 'Zr Device 'z[ Segment/Direction Eﬁ Severity
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“Packet fall” + search NSTITUTE FOR SEcumiT

Novelty Visualization

LAERRRRER ARSI AR N AR R

Search> [ 10.0.1.

( Only Entropy Chart !

’z[ Hit Count ’z[ Time @ Name ’21 Category ’z[ Action ’z[ Source addr 'z[ Src. Port 'f Dest. Addr ’z[ Dest. Port ’f Device 'Z[ Segment/Direction ’f Severity
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Mowvelty Visualization

Click a packet to display it here
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Search>

[ e
i -:-.: ...... " FARL > gl [ACK] By Acked MiSS3hEh SO TEV—0TOM MR TEIR-IFRELLINGT wail
.. ':-:-.: ...... " g aci sk e
14 a.390542 [N 6173295, 144 [TCP) 14433 » pozd [ACK) Sagel Ackell Wineg53513 laa=d TSV=1970670091 TSEA=
13 3.339021 ."_5..-_\1.."_'_.'_u.~-fc: Fopd » S4414 [FIN, ACE] Saqel Ack=l Wizm3792 lao=d TSW=3330113329 T

13 B EESLED __-(__-f_-__-__-__-.-.-_-- POP| Bespomme: GOF Bello thers. wall

[ACK] Segel Ackwl Win=E5535 Lened

11 0.288997 -15.153.2u1.1“ [TCF] S443& > popd

10 0.2EE904 -lb_lﬂ"_'._ﬂt-l_lﬂi [TCP] 54433 > pop3

[ACH] Segel Ack=l Win=g5535 Len=(

9 0.257771 215.193.201.144_:-_[1'-:131 popd > 54434 [SYN, AC

B D.253021 216.153.201.1-‘--‘.—:'_[':‘:?] pop3d > 54433 [5¥YN, ACK] Seq=0 Ac

{55L] Client Hello, [Packet size limited during captur

7 D.l47HHE -25.1'.'u.zuu.33
5 oa.ra7mia -:1_'_"_.."_;.11 e

BB * ppl [ETH] e Saded HEDS LIS MES TEVSLSTOMTOSNN TEERSS wall

54432 » popla [ACK] Seqel Ackel Wige§33315 lLeaed TSVeld736700431 TSER=D3

Only Entropy Chart

@ Hit Count|Segment/Direction @ Time|Segment/Direction @ Name|Segment/Direction @ Category|Segment/Direction @ Action|Segment/Direction
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Joint and conditional entropy s

H= 6.006

|u||||\|\|||||u.

o -y
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number of hits
s 3 8% 8%

e
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Srch jp

H(X,Y) = 6.039

TECHNOLOGY STUDIES

H(X.Y)

Conditional entropy

H(X.Y)

N

Mutual information

www.ISTS.dartmouth.edu



Dartmouth College

Joint and conditional entropy s

-l el Mowvelty Visualization
Click a packet to display it here H(xly)
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H(Y|X)=H(X,Y) - H(X)

H(Y|X) shows

how much
uncertainty
comern| remains about Y
I"- Entropy Chart and Packet List View -"I
'ET Hit Count 'E'T Time|Name 'ET MName 'ET Category 'ET Action 'ET Source addr|Severity 'ET Src. Port Once We knOW X
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Use case: “Bluesnarfing” RETUTEFOR secuny

P

Nowvelty Visualization

Click a packet to display it here

Search}‘ ‘

{ Only Entropy Chart b

@ Address @ Found_by @ OUl_owner @ First_seen @ Last_seen @ Name @ Vulnerable_to @ Clk_off @ Class @ Services @ LMP_Version @ Manufacturer
!
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Bluesnarfing, conditioned B Ty

o N o

Mowvelty Visualization

Click a packet to display it here

Search>

{ Only Entropy Chart B

@ Address @ Found_by @ OUl_owner @ First_seen @ Last_seen @ Mame @ Vulnerable_to @ Clk_off @ Class @ Services @ LMP_Version
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http://kerf.cs.dartmouth.edu/backhoe/

YMAR

 Java sources will be posted soon

Thanks:

* Jeffrey Heer, Prefuse (prefuse.org)
» Martin Wattenberg, NameVoyager

* Greg Conti, Rumint and other
security visualisation tools
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Contact
Information

Institute for Security Technology Studies
Dartmouth College
6211 Sudikoff Laboratory
Hanover, NH 03755

Phone: 603.646.0700
Fax: 603.646.1672

Email: info@ists.dartmouth.edu
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