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ABSTRACT

The most recent cyber security attacks have raised significant public
concerns about hardware security against physical attacks. In par-
ticular, with increasing tendency of connecting various devices, or
more specifically hardware systems to the Internet, any vulnerabil-
ities of the hardware would become more exposable to high prob-
ability of being attacked. A general procedure of detecting such
hardware physical attacks, such as hardware Trojans, is to check de-
termined side channels of the hardware, such as power, delay, tem-
perature and electromagnetic fields. However, it is very difficult to
identify between the normal power variation and the one caused by
Trojans, which may result in high rates of false positives/negatives
in the detection results. To deal with the problems, we develope a
big data visualization-based method to effectively identify the ma-
licious behavior or hardware Trojans. In particular, we organize the
side channel analysis of hardware and visualize it in a meaningful
manner for a security analyst. In this way, it incorporates human
intelligence factor into the detection process and thus addresses the
issue of identifying malicious from non-malicious components in
the side channels. Also, by using big data analysis, we transform
the sampled power data into spatially visible forms, which enables
the diagnosis of hardware Trojan locations.

Index Terms: Trojan detection, big data visualization, integrated
circuit spatial correlations

1 INTRODUCTION

The most recent cyber security attacks have raised significant pub-
lic concerns about hardware security against physical attacks, e.g.,
the July 2015 Chrysler car hijacking attack that results in the re-
call of 1.4 million vehicles [1][2][3]. In particular, with the ever
increasing trend of connecting various devices, appliances, or other
hardware systems to the public Internet, any vulnerabilities or se-
curity backdoors in the hardware would become more exposable to
physical attacks, resulting in a high potential of even more severe
attacks. Even though issuing a firmware update or a recall may help
address some of the existing security vulnerabilities, a deeper level
of hardware security concern was originated from the fact that hard-
ware design companies often outsource the manufacturing tasks to
the foundries overseas for cost reduction. Since there exist un-
trusted/malicious foundries who have full access to the hardware
during manufacturing, there is a potential risk of security breach,
which may enable future cyber security attacks.

A typical method of detecting such hardware physical attacks,
such as hardware Trojans, is to monitor certain side channels of
the hardware, such as power, delay, temperature and electromag-
netic fields. For example, we can measure the leakage power of
the target circuit and detect anomalies possibly caused by Trojans.
While it eliminates the huge cost of physical hardware inspection,
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the challenge in side channel-based approach is that the side chan-
nels are often unstable. Therefore, in practice, it is very difficult if
not impossible to distinguish between the normal power variation
and that caused by Trojans, which may result in high false posi-
tives/negatives in the detection results.

This has been a long-standing problem in the hardware security
community. Even though we may leverage techniques like circuit
partition or variation/error modeling [4][5][6] to scope the natural
variation and make it more differentiable from the malicious vari-
ation, there are often unrealistic assumptions being adopted in this
process regarding the natural variation in side channels and, more
importantly, it is extremely difficult to incorporate all these varia-
tions and the complex inter-correlations between them in order to
draw a final conclusion.

To address the problems, we for the first time propose a big data
visualization-based method to effectively identify the malicious be-
havior and thus hardware Trojans in the real time via side channels.
Our key idea is to bring human expertise and feedback into the de-
tection process to address the aforementioned complex problem of
uncertainty. In particular, we organize and visualize the side chan-
nel traces of hardware in an efficient way and present it to a secu-
rity analyst who has rich expertise in both security and hardware
domains. In this way, we can achieve more robust and accurate
detection results. Obviously, in this case the data to be visualized
is huge in size in the sense that it could involve very frequent side
channel samples (e.g., every few seconds or less), a combination of
multiple data sources (e.g., sampling power, delay, and temperature
at the same time), and different types of data (e.g., sampling both
power consumption and application behavior like CPU usage). We
address the challenge by leveraging a multi-level exploration-based
visualization approach, where multiple types of events from mul-
tiple data sources are well visualized and presented to the security
analysts for a comprehensive analysis. More importantly, we fur-
ther look into the spatial correlations among power consumption
in different regions of the circuit and use visualization-aided con-
sistency analysis to identify abnormal behavior possibly caused by
the hardware Trojans. The spatial correlation-based visual analysis
could also enable us to determine the location of the Trojan, solving
the challenging hardware Trojan diagnosis problem.

2 RELATED WORK

Many research efforts have been made on Trojan detection analy-
sis with the help of side channel analysis technique, such as design
and(or) analysis of physical unclonable functions [7][8][9]. How-
ever, these researches are limited with the number of non-malicious
factor and variations are involved in the measurement of side chan-
nels and, more importantly, the malicious factor is often intention-
ally hidden by the attackers and have extremely confined and cor-
related representations in the observable signals. In addition, the
existing approaches have not delt with the hardware Trojan diagno-
sis problem which locates the Trojan, due to the huge and complex
spatial correlations in the integrated circuit.

The proposed visible hardware security approach is capable of
addressing both of the gaps and provide an answer for them as de-
scribed below. (1) It includes human intelligence factor in the de-
tection process which is by far the most effective way to address
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Figure 1: Flow of visible hardware Trojan detection and diagnosis.

the issue of identifying malicious from non-malicious components
in the side channels; and (2) It uses big data analysis that transforms
the sampled power data into spatially visible forms, which directly
simplifies the diagnosis of hardware Trojan locations.

Also, the proposed research has the potential of visualizing hard-
ware security vulnerabilities via side channels without physically
examining the hardware itself. The only requirement for measuring
the power consumption of the target hardware is inexpensive and
widely available power measuring equipments, together with high
performance region-based power computations and data transfor-
mations for visualization. The success of the project will enable a
real-time digital scan of the hardware for security screening with no
intrusion to the hardware and very low costs in timing and area.

3 ViIsIBLE HARDWARE SECURITY TECHNIQUES

We develop a systematic approach for visible hardware Trojan de-
tection and diagnosis, including power sampling, characterization,
and visualization, as shown in Figure 1. The approach applies to
the post-silicon testing phase of the integrated circuit, in order to
identify potential Trojans embedded by the untrusted foundry. In
particular, there are four critical steps in our approach as presented
in the following subsections.

3.1 Real-time power sampling

We first conduct continuous power sampling on the target circuit
at the interval of milliseconds while the system is operation. The
sampled power values serve as a data stream and source to the
modeling and characterization process. We conduct the power ex-
periments based on the FPGA implementation of hardware Trojan
benchmarks available on TrustHub [10], which is widely used by
the hardware security community for the evaluations of hardware
Trojan research.

3.2 Power modeling and region-based characterization

Given the sampled power stream, we model the total power con-
sumption and that of the particular regions using a linear program-
ming approach, which enables us to derive the regional power val-
ues to visualize. The linear power model is determined by the
fact that the total power consumption of the chip is the sum of
the power consumption in all the regions, plus additional variations
such as measurement errors. Then, a linear programming-based ap-
proach can be adopted to determine the regional power values while
varying the input signals to the chip and creating various forms of
equations. Based on our prior work in this domain [5][8] , in this
research, we specifically aim to significantly improve the perfor-
mance of the modeling and characterization process, with a goal of
adapting it to the high power sampling frequencies and real-time
requirement in identifying Trojans.

3.3 Data transformation and multi-level visualization

We transform the data from multiple sources, including the regional
power consumption, as well as additional side channels that may
impact the power consumption, such as application behavior, en-
vironment factors, and measurement errors. Then, we employ the
multi-level based approach to visualize the multiple sources of data
and present it to the security analyst. The visualized data will show
not only the abnormal variations caused by various signals but also
the spatial correlations of the variations with certain regions of the
chip, enabling the diagnosis of the Trojan locations if there are any.

3.4 Visualization-based correlation and consistency
analysis

While viewing the multi-level visible results, the security analyst
conducts consistency and correlation analysis combining the visible
data and his/her domain expertise. Two types of conclusions will
be drawn in the real time based on the security analysis: (1) hard-
ware Trojan detection, which indicates whether there is any hard-
ware Trojan embedded in the target chip; and (2) hardware Trojan
diagnosis, which indicates the region where the Trojan is located,
in order to provide evidence for hardware physical attacks or mask
the Trojan infected region for further processing and mitigation.

4 CONCLUSION

In summary, by introducing big data analysis and visualization
techniques into the hardware security domain, we take advantage
of the human expertise in security screening and anomaly detec-
tion, which helps improving the accuracy of the detection. Based
on the goal of the proposed approach, we plan to present the fol-
lowing technical content and results in the poster: (1) a real-time
sampling, modeling, and data transformation flow to generate the
power streams for visualization; (2) a multi-level, multi-phase visu-
alization mechanism to identify the Trojan infection and its specific
region; and (3) a case study or user survey to evaluate the proposed
approach.
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