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A Problem in our Department
How can I be sure

@ Each CS student has a home that no files in my
directory on a shared file course directory

violate this rule?

system for their course .

work.
@ The department has D=3 7 &

recently required that the ="

students' course directories

are not readable by their

classmates so that their

work remains private and

other students can not copy.

How much
time will it
take?
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NTFS file permissions

N

& Explicit: set by the owner for each user/group.

# Inherited: dynamically inherited from the
explicit permissions of ancestor folders.

& Effective: obtained by combining the explicit
and inherited permission.

@ Determining effective permissions:
= By default, a user/group has no
privileges.
s Explicit permissions override
conflicting inherited permissions.

= Denied permissions override
conflicting allowed permissions.__
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Wlndows Tools

)
N 2 raoes | ("
<> Access control management -:;AWW“““”?“_};;T

' tools provide detailed = i
information and controls, | =
~across multiple dialogs. S
& Focus on single file/folders. | ™ |50
| =

<> It is chaIIenglng for an
~ inexperienced user, or a system

administrator deallng with very
large file structures, to gain a
global view of perm|55|ons W|th|n

the file system
V|zSEC 2008 '
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Existing 37 Party Tools

N

L ! . . .
@ Matrix-based, allowing consolidation of
information into a single window. B

@ Reeder et al.; "Expandable Grids for
Visualizing and Authoring Computer
Security Policies”; SIGCHI 2008

» Theory 101 Students 2006
» Theory 101 Students 2007
¥ Theory 101 TAs 2006

» Theory 101 Instructors

STheory 101 “‘.Eﬁﬁﬁ'. =
bAdmm ‘ “--.. ==

Intention of Access Controf

Selectedresowce: o —_—
Pease set yourintenton: 1 D —

@ Cao and Iverson; “Intentional Access | —o..

Management: Making Access Control
Usable for End-Users”; SOUPS 2006

@ Smith; SAEDIT, 2006
http://czwsoft.dyndns.org/sdedit.html




Enter TrACE:
~Treemap Access Control Evaluator

TrACE allows the user to:

@ At a glance, determine the
explicit, inherited, and
effective permissions of files
and folders.

#® Understand access control
relationships between files and
their ancestors.

@ Quickly evaluate large
directory structures and find
problem areas.

TrACE uses treemaps,
introduced by Ben Shneiderman
in “Tree visualization with tree-
maps: 2-d space-filling
approach”; TOG 1991.
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TrACE — Treemap Access Control Evaluator

A visualization tool to aid in the analysis and management of file system permissions.
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