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Digital Forensic String Search [1,2,3,5]

• Search physical media for readable strings 
to identify forensic artifacts

• Used to recover data from

‣ Allocated space (files)

‣ Unallocated space (deleted files)

‣ Slack space (unused space at block 
boundaries)

• State of the Art method: Grep
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The Problem [1,2]

• Large datasets

• Unstructured data

• Very high hit rate

• Very high false positive rate

• All hits must be manually reviewed by a 
human analyst
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Solution Approaches [1,2]

• Advanced information retrieval techniques

‣ Clustering algorithms

• Information Visualization

‣ Leverage the eye’s bandwidth

‣ Decrease cognitive load

‣ Simplify the human analyst’s task
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Sequential Histogram [4,6]

• Visualize the 
distribution of 
search terms 
throughout a 
dataset as a 
sequential 
histogram
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Corresponding Text [6]

• Display text 
corresponding 
to a brushed 
section of the 
histogram
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Focus+Context [6]

• Provide a Focus
+Context 
mechanism to 
enable dataset 
exploration and 
information 
retrieval
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User Study

• Show subjects seven documents in the 
interface, sequentially

• For each subject, randomly assign one 
visualization to a document

• Ask a quiz question about the document

• Measure time until quiz is answered
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Initial Results (5 subjects)
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Conclusions

• This visualization model appears effective 
for information retrieval tasks, including the 
specific task of digital forensic string search

• Additional user studies are warranted to 
obtain statistically significant results
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