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  Analysts ‘look’ through wireless discovery and 
intrusion detection data 
  Security audit for policy compliance 
  Locate vulnerabilities  

and threats 
  Assess risks 
  Verify remediation 

  Significant data, 
expertise to interpret 
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  Wireless Discovery  
  Typically mobile collection of large areas 
  Discover and analyze threats from and risks to wireless 

devices 
  Periodic audit, e.g. military or corporate campuses 
  DoD’s Flying Squirrel, Kismet discovery tool, packet data 

WIDS Wireless 
Discovery visual analytics for 
Wireless 

Discovery 
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  Wireless Intrusion Detection System 
  Pre-positioned sensors, usually limited area 
  Wired and wireless enterprise network risk management 
  Real-time in-building monitoring 
  Government and commercial WIDS 

WIDS Wireless 
Discovery visual analytics for 
Wireless 

Discovery 
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  Phase II DARPA Small Business Innovative Research (SBIR) 

  Multiple, linked visualization of WiFi Discovery/Security 
  Location: geographic and topological 
  Security: threats and vulnerabilities 
  Communication Flows 
  Temporal Patterns 
  Mission: cyber assets 

  Cross platform, native UI 

  Undergoing beta testing 
  Government sites and 

security consultant 

MeerCAT provides cross-platform, visual tools to analyze
 mobile cyber asset security and location information.   



CEWIT 2008 

Value of Visualization 

Depict mobile 
asset location 

View channel 
distribution 

Visualize network 
topology 

Understand 
connections 

See time 
patterns 

Identify clients 
& networks 

Filter  
info 

Coordinated views improves situational awareness and
 expedites analysis of wireless assets and risks. 


